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1.1. Personal Identity Check

All persons using ARTL and holding PKI smartcards must have their identities
verified, regardless of any previous relationship with RoS. This will be done in
conformity with the usual requirements for Level 2 registration, in terms of Her
Majesty’s Government’s Minimum Requirements for the Verification of the Identity of
Individuals within the e-Government Strategy Framework Policy and Guidelines.

If at any time HMG’s Minimum Requirements are superseded RoS will aim to comply
with the new requirements, as quickly as possible.

The identity verification/registration of Local Registration Authorities (LRAsS) must be
carried out in face-to-face meetings, in their business premises, by RoS staff who will
verify and record the documentary evidence used to establish the LRAS’ identities.
This is more fully described at Section 2.1 hereof.

For ordinary PKI users, the identity verification/registration must be carried out in
face-to-face meetings, in their business premises, by LRAs who will verify and record
the documentary evidence used to establish the PKI users’ identities. This is more
fully described at Section 3.1 hereof.

1.2. Personal Data and Privacy Charter

RoS will respect the personal data that it necessarily collects on living individuals in
connection with the needs of the ARTL PKI. Typically this will be personal data
recorded as part of the process of authenticating and verifying the identities of
persons fulfilling key roles (e.g., Local Registration Authorities).

RoS is fully aware of, and compliant with, its obligations in terms of the Data
Protection Act 1998. In recognition of its obligations, RoS makes the following
declaration at Paragraph 11.1.5 of the RoS Information Security Policy:

“The Agency must appoint a Data Protection Officer to ensure that it fully understands and
fulfils its responsibilities under UK Data Protection legislation. The Agency Data Protection
Officer will provide guidance to managers, users, and service providers on their individual
responsibilities and the specific procedures that should be followed. It is the responsibility of
the owner of the data to inform the Data Protection Officer about any proposals to keep
personal information and to ensure awareness of the data protection principles defined in the
legislation.

As a general rule, the following eight principles will be applied when dealing with personal
information:
First Principle Personal data shall be processed fairly and lawfully.

Second Principle Personal data shall be obtained only for one or more specified and
lawful purposes, and shall not be further processed in any manner incompatible with that
purpose or those purposes.

Third Principle Personal data shall be adequate, relevant and not excessive in
relation to the purpose or purposes for which they are processed.

Fourth Principle Personal data shall be accurate and, where necessary, kept up to
date.

Fifth Principle Personal data processed for any purpose or purposes shall not be

kept for longer than is necessary for that purpose or those purposes.

Sixth Principle Personal data shall be processed in accordance with the rights of
data subjects under this Act.

Version 1.4. Aug 09 © Crown Copyright 2009. 4



Registers of Scotland
ARTL PKI Registration Policy & Procedures

Seventh Principle Appropriate technical and organisational measures shall be taken
against unauthorised or unlawful processing of personal data and against accidental loss or
destruction of, or damage to, personal data.

Eighth Principle Personal data shall not be transferred to a country or territory outside
the European Economic Area, unless that country or territory ensures an adequate level of
protection for the rights and freedoms of data subjects in relation to the processing of
personal data.

Furthermore, a Digital Certificate Services Privacy Charter has been agreed between
RoS and Trustis Ltd, the provider of the ARTL PKI. RoS will comply with the Privacy
Charter and publish it on its website. RoS staff associated with the functions of the
ARTL PKI must keep personal data held within the system confidential.

In addition to the Privacy Charter, Sections 9.3 and 9.4 of the ARTL PKI Base
Certificate Policy make provision for confidentiality of business information and
privacy of personal information.

The RoS Data Protection Officer will:

e oversee compliance with the Privacy Charter
investigate complaints about the handling of personal data relative to the
Privacy Charter.

1.3. Freedom of Information Enquiries

The Freedom of Information (Scotland) Act 2002 (FOISA) gives a statutory right of
access to any person to any recorded information which RoS holds. RoS holds
recorded information on the ARTL PKI and will generally make this available under
FOISA, subject to possible exemptions that are outlined below.

The right of access is balanced by a number of individual exemptions intended to
protect information that should properly remain confidential, including interaction with
the obligations of RoS under the Data Protection Act 1998. The exemptions are
categorised as either “absolute” or “non-absolute” exemptions.

The main categories of information that are covered by ‘absolute exemptions’ are:

* Information that is already available, such as information held in the Agency’s public
Registers or information included in the Publication Scheme

» Information that cannot be released because of other prohibitions (such as
legislation or risk of contempt of court)

» Confidential information obtained from another person, the release of which would
constitute an actionable breach of confidence

 Court records

» Personal information that is requested by the subject, and therefore comes under
Data Protection law.

 Personal information relating to a third party where it would contravene any of the
data protection principles or cause damage or distress.

There are also some ‘non-absolute exemptions’:
« Information intended for future publication
* Information about relations between administrations in the UK

» Formulation of Scottish administration policy
* Prejudice to the effective conduct of public affairs
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« National security and defence

* International relations

» Commercial interests and the economy

* Investigations by Scottish public authorities

» Law enforcement

 Health, safety and the environment

* Audit functions

« Communications with Her Majesty and honours

These “non-absolute” exemptions may not apply if it is considered that, on balance, it
is in the public interest to release the information. Each case will differ as it will
depend on the type of information concerned and therefore non-absolute exemptions
will be considered carefully in relation to the specific information requested.

The general presumption is in favour of releasing information wherever possible.
However, if the information in question relates to a third party, RoS may consult that
other party for their views as to whether or not the information should be released. It
should be noted that the final decision on release will always lie with RoS who are
the responsible Scottish public authority under FOISA.

The RoS Freedom of Information Compliance Officer will:
e oversee compliance with FOISA
e when considering exemptions under FOISA, consult with third parties before

deciding whether to release information held by RoS relating to those third
parties.
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2. Reqistration of
Local Registration Authorities
(LRAS)
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2.1. Authentication and Registration of LRAS

General comments on the LRA role

LRAs are “smartcard managers”, responsible for checking identities of users within
their organisations who need to have smartcards, issuing smartcards and arranging
for smartcard holders to acquire digital certificates. They carry out these tasks on
behalf of RoS.

An organisation that uses ARTL must have at least one LRA but it can have more
than one if it chooses. It is up to the organisation to decide who its LRA(S) are.

An LRA may also be a Practice Administrator.
Where the LRA is a conveyancer and uses the ARTL system to register applications
for registration, he or she will have two smartcards, one for LRA purposes and one

for ordinary ARTL use.

Face-to-face LRA reqistration

Registration of LRAs must be carried out in face-to-face meetings, in their business
premises, by RoS staff who will verify and record in ARTL the documentary evidence
used to establish the LRAS' identities. This helps to establish the PKI ‘bond of trust’.

Verification of LRA identity

A person being registered as LRA must provide proof of identity in line with Level 2
authentication in face-to-face meetings, in terms of Her Majesty’s Government's
Minimum Requirements for the Verification of the Identity of Individuals within the e-
Government Strategy Framework Policy and Guidelines. The requirements are:

e a personal statement by the person whose identity is being verified,
e a piece of documentary evidence to establish identity and
e a piece of evidence that the person is “active in the community”.

LRA ldentity Verification Procedure

(1) RoS staff (initially, Legal Services Support; later, eServices Support) arrange a
date for a visit to the organisation’s premises and allocate the visit to a member of
the ARTL Rollout Team (or, post-rollout, an Account Manager).

(2) RoS staff telephone the LRA to take a personal statement. The caller asks him or
her to state full name, business address and occupation/job title. The caller records
these details on the paper worksheet overleaf, which will be retained.

If the LRA is not available at that time then the statement can be taken in person by a
member of the ARTL Roll-out Team during a roll-out visit.
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PART (A) to be taken by telephone and recorded prior to visit -where applicable.
Alternatively PARTS (A) & (B) should be completed during the visit.
Authenticating and Registering a Local Registration Authority

PART (A)
LRA’s Telephone No.:

Full Name of LRA:

Organisation Name & Address:

LRA Job Title/Occupation:

RoS Signature: Date

TIMING OF ARRANGED VISIT

Date.: Time:

PART (B)
Confirm you visited organisation’s business address (Tick) []

Confirm you met LRA at business address (Tick) []

Confirm you provided LRA with a smartcard for LRA use (Tick) []

LRA Smartcard Serial Number:

Have you provided LRA with a stock of smartcards? (Tick) Yes [ No L]

Smart Card Numbers (where applicable):-

Confirm you gave LRA note of Organisation Account No. (Code) — (Tick) []

Note any other relevant points here:

RoS Signature: Date:
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(3) The caller (where applicable) reminds the LRA that he or she will have to
produce proof of personal identity during the visit.

(4) The caller (where applicable) provides the Rollout Team member with a copy of
the worksheet.

(5) The Rollout Team member travels to the organisation’s business premises and
confirms on the worksheet that the visit is made.

(6) The Rollout Team member meets the LRA face to face, on the premises, and
offers guidance on the PKI aspect of ARTL and the LRA's role.

(7) The Rollout Team member shows the LRA how to log onto ARTL and proceeds to
the PKI administration screens.

(8) The Rollout Team member examines the LRA'’s evidence of personal identity.

Photo ID issued by Government bodies is always to be preferred. One of the
following items will suffice:

e current signed passport (a foreign passport is acceptable, provided that the
personal details are shown in the Latin alphabet)

e current photocard driving licence, either full or provisional (a foreign licence is
acceptable, provided that the personal details are shown in the Latin
alphabet)

e national identity card (for non-UK nationals, provided that the personal details
are shown in the Latin alphabet)

o firearms certificate or shotgun licence (with photo)

If an LRA does not have one of the above, two other forms of non-photo ID may be
accepted, so long as they were issued by Government, a court/tribunal, a public
sector body, a local authority, a bank or other financial institution or a professional
body. These must be in English. Common examples that LRAs are likely to possess
are listed below. Photocopies/scanned copies of original documents and English
translations of foreign documents are not acceptable.

e current valid old-style full driving licence (but not a provisional driving licence)
Law Society of Scotland Practising Certificate

e original or extract instrument of court appointment (e.g. as Executor, Judicial
Factor) or court order giving the person’s name and business address

¢ (for non-solicitors) certificate of membership of a professional body

current local authority or mortgage lending institution security pass (with or

without photo)

marriage certificate

civil partnership certificate

birth certificate

adoption certificate

divorce, separation or annulment papers

HM Revenue & Customs tax notification or letter (relative to current year)

local authority council tax bill (valid for current year)

current bank or credit/debit card statement, issued by a regulated financial

sector business (but not a statement printed off the Internet)
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(9) The Rollout Team member verifies that the LRA’s evidence of personal identity
matches (a) the LRA and (b) (where applicable) the Personal Statement recorded
earlier on the worksheet.

(10) The Rollout Team member enters brief details of the documentary proof of
identity on the appropriate PKI administration screen.

Note: For some solicitors there may be differences between the surnames by which
they are known professionally and the surnames that they use in private. Possibly the
most common example would be a female solicitor continuing to use her maiden
name professionally, though her passport or driving licence shows her married name.
In such circumstances the LRA should produce an additional piece of documentary
evidence that links the two names, e.g., a marriage certificate. This additional
evidence should not be entered into the PKI administration screens.

(11) The Rollout Team member provides the LRA with a smartcard that will become
the “LRA Smartcard” — a card onto which an LRA digital certificate will be loaded.

LRA smartcards are indistinguishable in appearance from ordinary smartcards. An
LRA may need to have 2 smartcards: (1) the LRA smartcard and (2) an ordinary
smartcard. To help the LRA tell the difference between the 2 smartcards, he or she
may wish to consider using the lowest numbered card in the sequence of cards that
the firm is acquiring as the LRA smartcard. The RoS staff member will note the serial
number of the chosen LRA smartcard so that this can be entered in the RoS
Smartcard Log.

(12) The Rollout Team member records the serial number of the LRA Smartcard on
the worksheet, so that this can be entered in the RoS Smartcard Log.

(13) The LRA, assisted if necessary by the Roll-out Team member downloads an
LRA digital certificate onto the LRA Smartcard in accordance with the ARTL system
requirements. To help the LRA differentiate between the LRA digital certificate and
the ordinary digital certificate, the Rollout Team member recommends that when the
LRA digital certificate name is entered that is indicative of the LRA role, e.g., Amy
McLean LRA.

Downloading a digital certificate onto the LRA Smartcard, in accordance with the
ARTL system requirements, involves the following steps:

« initialising the smartcard.

» accessing the LRA certificate request website and completing a certificate request.

« the RoS member of staff notifies the RoS eServices Support Team that an

LRA certificate request has been made and satisfactory evidence of identity
provided.

« the Support Team approves the request and sends an email to the LRA

Applicant.

* the LRA applicant is informed of a web location where they may collect the

digital certificate.

« the LRA visits the web location and collects the digital certificate on the

smartcard.

(Once the LRA has an LRA digital certificate, he or she can proceed to acquire an

ordinary digital certificate if this is needed. The name selected for the ordinary digital
certificate should not, this time, refer to the LRA role.)
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(14) The Rollout Team member then gives the LRA:
a) guidance on setting a new PIN on the LRA Smartcard,
b) the stock of smartcards
c) a note of the 5-digit Organisation Account Number
d) such further advice as the LRA may require.

(15) The Rollout Team member completes and signs the worksheet.

(16) On return to RoS, the Rollout Team member passes the worksheet to eServices
Support .

(17) Support staff enter into the Smartcard Log that the smartcard selected by the
LRA is an LRA smartcard.

(18) Support staff file the worksheet for eventual entry into the Electronic Document
and Record Management System.

Evidence of Activity in the Community

According to HMG’s Minimum Requirements for the Verification of the Identity of
Individuals, the first example of evidence of activity in the community is a record of a
home visit. In the ARTL context, the visit of the RoS staff member to the LRA'’s
business premises is the equivalent of a home visit. The visit will be recorded on the
worksheet associated with this policy.

Collection and storage of information

As described above, basic details about LRAs will be entered into ARTL. The PKI
Privacy Charter governs the data collected during the registration process.

Non-compliance with verification of identity

If for any reason an LRA cannot provide evidence in accordance with this policy and
thus fails to satisfy the proof of identity requirements based on Government
Authentication Framework Level 2 authentication, then registration is not permitted.

Importance of the LRA Digital Certificate

Important Note: The digital certificate on the LRA smartcard is of much greater
importance than the digital certificate on the ordinary smartcard that is used for
authorising ARTL applications. It is the LRA digital certificate that gives the LRA the
ability to dispense ordinary smartcards to other people in the organisation and allow
them to obtain digital certificates. Without an LRA smartcard, the LRA cannot
function in his or her role and the organisation’s ability to make best use of ARTL will
suffer as a result. Consequently, the LRA should take particular care of his or her
LRA smartcard at all times. The loss, destruction or theft of an LRA smartcard is
dealt with in Section 4.7 hereof, on Lost, Stolen or Inoperative Smartcards, which
essentially requires RoS staff to re-visit the LRA in order to provide a replacement.
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2.2. Creating Additional LRASs

An organisation using ARTL must have at least one LRA, but it is up to the
organisation to decide who its LRA(s) will be and how many LRAs it has.

It is always open to an organisation to ask RoS to set up more LRA(S) if the
organisation has a need for them.

For example, a law firm which had only one office and only one LRA when it first
started using ARTL might later decide to open a new branch office and have an
additional LRA there. Or a firm may have only one LRA, but the LRA is absent for an
appreciable length of time, and someone else has to take over as LRA.

An organisation requiring more LRAs should contact the RoS eServices Support
Team for advice at an early stage. In a situation where an organisation’s only LRA
leaves or otherwise ceases to be LRA, the contact should be made immediately: see
Section 2.3 hereof, the related Policy on Changing LRAs.

Section 2.1 hereof, the Policy on Authentication and Registration of LRAs, will apply
to the setting-up of the new LRAs — this requires face-to-face meetings between RoS
staff and the new LRAs on the organisation’s business premises, to verify the LRAS’
identities, issue LRA smartcards and request the appropriate digital certificates. This
is required even if the new LRAs are existing smartcard users. The Support Team
will arrange such a meeting on a date that is convenient to both parties.

It may not be necessary for the new LRA to have a reserve of blank smartcards,
especially if the reserve held by the first LRA is adequate for the needs of the whole
organisation. Alternatively, it may be possible to split the firm’s existing reserve of
blank cards between the 2 LRAs. However, a supply of blank cards can (if requested,
and for good reason) be made available to the new LRA, at the discretion of the RoS
eServices Support Team Manager.

Note concerning sole practitioners

Solicitors who operate sole practices and who have to be absent from their
businesses for a time should consider first of all whether or not there is actually a real
need to establish an employee, a locum, etc., as an additional LRA while they are
away. The LRA role, it should be remembered, is to act as a smartcard manager,
issue smartcards and arrange for colleagues to acquire digital certificates. None of
these tasks is likely to be necessary while the sole practitioner is absent. (Where the
sole practitioner is the only person who can digitally sign an electronic document, it
may be necessary to arrange for someone else to act as a ‘deputy’ digital signatory,
but that is a different issue: see Section 3.1 hereof, on Authentication and
Registration of PKI Users, for guidance.)

2.3. Changing LRAs (LRAs leaving/being replaced)

Inevitably, at some point after an LRA is registered, he or she will leave the
organisation (e.g., because of resignation, retirement, etc) or cease being an LRA
(e.q., because of promotion, transfer, personal reasons, etc).

This will give rise to a need for action/intervention by both the organisation and the

RoS eServices Support Team, to preserve the ‘bond of trust’ as well as the security
and integrity of the ARTL PKI.
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An LRA leaves the organisation

If an LRA leaves the organisation or otherwise ceases to be an LRA, it is the
immediate responsibility of the organisation to:

o take possession of the person’s LRA smartcard;
make a request for revocation of the LRA digital certificate to the RoS
eServices Support Team, in line with Section 5.1 hereof; and

e return the LRA smartcard to the eServices Support Team, in line with Section
4.10 hereof.

On receiving the request for revocation, the eServices Support Team will immediately
revoke the LRA digital certificate, applying the policy described at Section 5.1 hereof.

If the person who is leaving is the organisation’s only LRA, the organisation must
nominate a replacement LRA when contacting the eServices Support Team.
Persistent failure to nominate a replacement may result in the termination of the
organisation’s ARTL licence.

If the organisation already has one or more other LRAs in place, it is up to the
organisation to decide whether or not the LRA who left should be replaced. RoS will
assume that the LRA is not being replaced unless the organisation requests it.

Replacing the LRA who has left the organisation

Replacing the LRA is essentially the same process as creating an additional LRA.
The policies described in Sections 2.2 and 2.1 hereof will therefore apply.
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3. Registration of
PKI Users
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3.1. Authentication and Registration of PKI Users by LRASs

General comments on the LRA and PKI User roles

A ‘PKI User’ is any individual within or employed by a firm, company or local authority
who is entitled to apply digital signatures to certain key stages of the ARTL process
on behalf of that firm, company or local authority.

RoS does not have the resources to register and authenticate the identities of all PKI
Users. RoS therefore relies on LRAs to register and authenticate their colleagues
who are to become PKI Users.

LRAs are “smartcard managers”, responsible for checking identities of PKI Users
within their organisations, issuing smartcards to them and arranging for them to
acquire digital certificates. They carry out these tasks on behalf of RoS.

An LRA can also become a PKI User. Since the LRA'’s identity has already been
authenticated by RoS staff, the LRA need not undergo a further, formal
authentication process to become a PKI User.

It is up to the organisation to decide who its PKI Users will be. It is not necessary that
every individual who does work within the ARTL system should be a PKI User. For
example, in a law firm it may be that a paralegal or secretary will carry out
preparatory work within ARTL on behalf of a partner, but the paralegal will not have a
digital certificate and thus cannot digitally sign electronic documents; instead, it may
be that the partner supervising the paralegal’'s work will be the PKI User and will
digitally sign electronic documents that the paralegal has prepared.

Level 2 authentication in terms of the Government’'s Minimum Requirements for the
Verification of the Identity of Individuals

Government Policy requires that RoS must apply the Government’s Minimum
Requirements for the Verification of the Identity of Individuals (“HMG’s Minimum
Requirements”) within the e-Government Strategy Framework Policy and Guidelines,
relative to the ARTL PKI. The document recognises 3 Registration Levels. For ARTL,
the requisite level is Level 2.

RoS notes that HMG’s Minimum Requirements tend to assume that individuals
registering for government services are not known to the authority that carries out the
registration. The document does, however, acknowledge that where an individual is
already known to a Registration Authority or its agent through an existing business
relationship, that knowledge may be used in lieu of, or in conjunction with, other
evidence to verify identity.

RoS further notes and expects that, in the vast majority of cases, LRAs and the PKI
Users whose identities they must authenticate will be colleagues with whom they are
personally acquainted and may indeed have known for years.

While conforming to Level 2 authentication requirements within HMG’s Minimum
Requirements, this policy therefore takes into account the fact that most LRAs will
know their PKI Users. This should have the beneficial effect of reducing the
authentication/registration workload for the LRA.
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Face-to-face PKI User reqistration

Registration of PKI Users must be carried out in face-to-face meetings, in their
business premises, by LRAs whose own identities will previously have been
authenticated by RoS staff in accordance with the policy described at Section 2.1
hereof.

PKI User Identity Verification Procedures

Procedure A (when the LRA and the PKI User know each other)

This procedure should be applied where the LRA has known the PKI User, as a
colleague in the same organisation, for more than 6 months. The personal
acquaintance between them can be taken to obviate the usual Level 2 requirement
for a Personal Statement by the person being registered.

A checklist that LRAs may wish to use follows the description of the procedure.

(1) The LRA arranges a date and time to meet the PKI User. The meeting can take
place either at the LRA’s desk or the PKI User’s desk, so long as the PC on the desk
has access to the ARTL system and to the Internet, and a smartcard reader (and the
necessary software) installed.

(2) The LRA meets the PKI User face to face, logs onto eServices Administration and
proceeds via “Manage Existing Database” to the PKI administration screens.

(3) The LRA enters a new subscriber record for the PKI User into the organisation’s
enrolment database. This includes a one-time Username and a Password, which the
LRA can make up for the PKI User. (The one-time Username and Password will be
used later by the PKI User to collect a digital certificate securely). The record also
includes the PKI User's Common Name, the PKI User's e-mail address and the
Organisation Name. It is particularly important to type these in accurately.

The Common Name is the name that will appear on screen in future, whenever the
PKI User applies his or her digital signature. It is therefore important that the LRA
consults the PKI User as regards the ‘version’ of his or her name that the person
wishes to use. For example, if the LRA is meeting a PKI User whose full name is
Joanne Sarah Cleland, the PKI User must decide what form of that name she wants
to use for her digital signature, such as Jo Cleland, Joanne Cleland, Joanne S
Cleland, Joanne Sarah Cleland, etc. (See note (ii) below for further guidance.)

Please note that Common Names must be unique in an organisation. If it happens,
for example, that there are two Andrew Smiths in the organisation who are both PKI
Users, a simple way of differentiating between their Common Names must be
established. Including middle or diminutive names might provide a solution.

The PKI User's e-mail address is also important. It is to this address that the ARTL
system will eventually send an automatic reminder, when the digital certificate is due
for renewal.

(4) The LRA examines the PKI User’s evidence of personal identity.

Photo ID issued by Government bodies is always to be preferred. One of the
following items will suffice:
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e current signed passport (a foreign passport is acceptable, provided that the
personal details are shown in the Latin alphabet)

e current photocard driving licence, either full or provisional (a foreign licence is
acceptable, provided that the personal details are shown in the Latin
alphabet)

e national identity card (for non-UK nationals, provided that the personal details
are shown in the Latin alphabet)

o firearms certificate or shotgun licence (with photo)

If a PKI User does not have one of the above, two other forms of non-photo ID may
be accepted, so long as they were issued by Government, a court/tribunal, a public
sector body, a local authority, a bank or other financial institution or a professional
body. These must be in English.

Common examples of non-photo ID that PKI Users are likely to possess are listed
below. Photocopies/scanned copies of original documents and English translations of
foreign documents are not acceptable.

current valid old-style full driving licence (but not a provisional driving licence)
o Law Society of Scotland Practising Certificate
original or extract instrument of court appointment (e.g. as Executor, Judicial
Factor) or court order giving the person’s name and business address
e (for non-solicitors) certificate of membership of a professional body
current local authority or mortgage lending institution security pass (with or
without photo)
marriage certificate
civil partnership certificate
birth certificate
adoption certificate
divorce, separation or annulment papers
HM Revenue & Customs tax notification or letter (relative to current year)
local authority council tax bill (valid for current year)
current bank or credit/debit card statement, issued by a regulated financial
sector business (but not a statement printed off the Internet)

(5) The LRA verifies that the PKI User’s evidence of personal identity matches the
PKI User. (If there is a mismatch, the LRA should not proceed further with registering
the PKI User.)

(6) With the PKI User still present, the LRA enters brief details of the documentary
proof of identity on the appropriate PKI administration screen.

(7) The LRA provides the PKI User with a smartcard that will become the “PKI User
Smartcard”.

(8) The PKI User will be prompted to change the PIN number on the PKI User
smartcard when it is first inserted into the smartcard reader. See Section 4.2 hereof,
on Smartcard PINs and PIN Reset, for guidance on this.

(9) The LRA allows the PKI User to download a PKI User digital certificate onto the
PKI User Smartcard in accordance with the ARTL system requirements. This
requires the use of the one-time Username and one-time Password set up at Step (3)
above.
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(10) The LRA activates the PKI User’s digital identity on screen.

(11) The LRA gives guidance to the PKI User on setting a new PIN on the PKI User
Smartcard and provides the PKI User with such further advice and help with the PKI
aspect of ARTL as the PKI User may require.

Notes:
() The LRA need not retain the evidence or copies of the evidence after verifying the
PKI User’s personal identity.

(i) RoS recognises that for some solicitors there may be differences between the
surnames by which they are known professionally and the surnames that they use in
private. Possibly the most common example would be a female solicitor continuing to
use her maiden name professionally, though her passport or driving licence shows
her married name. In such circumstances the LRA should ask the PKI User to
produce an additional piece of documentary evidence that links the two names, e.g.,
a marriage certificate. This additional evidence should not be entered into the PKI
administration screens.

Evidence of activity in the community

According to HMG’s Minimum Requirements, the first example of evidence of activity
in the community is a record of a home visit. In the ARTL context, a home visit would
be a pointless exercise because it is the professional, working relationship between
the LRA and the PKI User, as colleagues employed by the same organisation, that
matters. Likewise the activity in the community that is relevant to ARTL is the PKI
User’'s professional activity as a solicitor or an official of a mortgage lending
institution or local authority.

This policy therefore assumes that, where the LRA and the PKI User are known to
each other, the LRA will be aware of the PKI User’s role in the organisation. Provided
the LRA has that awareness, the LRA need not ask the PKI User to produce any
physical evidence of evidence of activity in the community.
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CHECKLIST (PROCEDURE A)

Authenticating & Registering PKI User Known to LRA

Set date and time to meet PKI| User

Create Subscriber Record for PKI User
(remember to consult PKI User about Common Name)

Log on and access PKI administration screens

Examine PKI User’'s documentary evidence of personal identity

Confirm documentary evidence matches PKI User

Enter details of documentary evidence on screen

Provide smartcard

Ensure PKI User resets smartcard PIN in accordance with
Policy on Smartcard PINs and PIN reset

Enable PKI User to download digital certificate onto smartcard

Activate PKI User’s digital identity in Admin screen

Provide any further advice/guidance required
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Procedure B (when the LRA and the PKI User do not know each other)

This procedure should be applied where the LRA does not know the PKI User, or has
known the PKI User for less than 6 months.

A checklist that LRAs may wish to use follows the description of the procedure.

(1) The LRA arranges a date and time to meet the PKI User. The meeting can take
place either at the LRA’s desk or the PKI User’s desk, so long as the PC on the desk
has access to the ARTL system and to the Internet, and a smartcard reader (and the
necessary software) installed.

(2) The LRA should ask the person or department with responsibility for
personnel/staffing records within the organisation to confirm that the PKI User is
employed by the organisation and give the PKI User’s full name, place of work (or
department/section) and role or job title.

(3) The LRA meets the PKI User face to face and asks the PKI User to state his or
her full name, place of work and role or job title and ensure that these details match
the information already obtained at Step (2).

If the details do not match, the LRA should not proceed further with registering the
PKI User.

(4) The LRA logs onto eServices Administration and proceeds via “Manage Existing
Database” to the PKI administration screens.

(5) The LRA enters a new subscriber record for the PKI User into the organisation’s
enrolment database. This includes a one-time Username and a Password, which the
LRA can make up for the PKI User. (The one-time Username and Password will be
used later by the PKI User to collect a digital certificate securely). The record also
includes the PKI User's Common Name, the PKI User's e-mail address and the
Organisation Name. It is particularly important to type these in accurately.

The Common Name is the name that will appear on screen in future, whenever the
PKI User applies his or her digital signature. It is therefore important that the LRA
consults the PKI User as regards the ‘version’ of his or her name that the person
wishes to use. For example, if the LRA is meeting a PKI User whose full name is
Joanne Sarah Cleland, the PKI User must decide what form of that name she wants
to use for her digital signature, such as Jo Cleland, Joanne Cleland, Joanne S
Cleland, Joanne Sarah Cleland, etc. (See note (ii) below for further guidance.)

Please note that Common Names must be unigue in an organisation. If it happens,
for example, that there are two Andrew Smiths in the organisation who are both PKI
Users, a simple way of differentiating between their Common Names must be
established. Including middle or diminutive names might provide a solution.

The PKI User’'s e-mail address is also important. It is to this address that the ARTL
system will eventually send an automatic reminder, when the digital certificate is due
for renewal.

(6) The LRA examines the PKI User’s evidence of personal identity.
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Photo ID issued by Government bodies is always to be preferred. One of the
following items will suffice:

e current signed passport (a foreign passport is acceptable, provided that the
personal details are shown in the Latin alphabet)

e current photocard driving licence, either full or provisional (a foreign licence is
acceptable, provided that the personal details are shown in the Latin
alphabet)

e national identity card (for non-UK nationals, provided that the personal details
are shown in the Latin alphabet)

o firearms certificate or shotgun licence (with photo)

If a PKI User does not have one of the above, two other forms of non-photo ID may
be accepted, so long as they were issued by Government, a court/tribunal, a public
sector body, a local authority, a bank or other financial institution or a professional
body. These must be in English.

Common examples of non-photo ID that PKI Users are likely to possess are listed
below. Photocopies/scanned copies of original documents and English translations of
foreign documents are not acceptable.

e current valid old-style full driving licence (but not a provisional driving licence)

e Law Society of Scotland Practising Certificate

e original or extract instrument of court appointment (e.g. as Executor, Judicial
Factor) or court order giving the person’s name and business address

e (for non-solicitors) certificate of membership of a professional body

current local authority or mortgage lending institution security pass (with or

without photo)

marriage certificate

civil partnership certificate

birth certificate

adoption certificate

divorce, separation or annulment papers

HM Revenue & Customs tax notification or letter (relative to current year)

local authority council tax bill (valid for current year)

current bank or credit/debit card statement, issued by a regulated financial

sector business (but not a statement printed off the Internet)

(7) The LRA verifies that the PKI User’s evidence of personal identity matches the
PKI User. (If there is a mismatch, the LRA should not proceed further with registering
the PKI User.)

(8) With the PKI User still present, the LRA enters brief details of the documentary
proof of identity on the appropriate PKI administration screen.

(9) The LRA provides the PKI User with a smartcard that will become the “PKI User
Smartcard”.

(10) The PKI User will be prompted to change the PIN number on the PKI User
smartcard when it is first inserted into the smartcard reader. See Section 4.2 hereof,
on Smartcard PINs and PIN Reset, for guidance on this.

(11) The LRA allows the PKI User to download a PKI User digital certificate onto the
PKI User Smartcard in accordance with the ARTL system requirements. This
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requires the use of the one-time Username and one-time Password set up at Step (3)
above.

(12) The LRA activates the PKI User’s digital identity on screen.

(13) The LRA gives guidance to the PKI User on setting a new PIN on the PKI User
Smartcard and provides the PKI User with such further advice and help with the PKI
aspect of ARTL as the PKI User may require.

Notes:
() The LRA need not retain the evidence or copies of the evidence after verifying the
PKI User’s personal identity.

(i) RoS recognises that for some solicitors there may be differences between the
surnames by which they are known professionally and the surnames that they use in
private. Possibly the most common example would be a female solicitor continuing to
use her maiden name professionally, though her passport or driving licence shows
her married name. In such circumstances the LRA should ask the PKI User to
produce an additional piece of documentary evidence that links the two names, e.g.,
a marriage certificate. This additional evidence should not be entered into the PKI
administration screens.
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CHECKLIST (PROCEDURE B)

Authenticating & Registering PKI User Not Known to LRA

Set date and time to meet PKI User at his/her desk

Obtain confirmation that PKI User is employed by your organisation

Ascertain PKI User’s full name, department/workplace and job title

Ask PKI User to state full name, department/workplace and job title

Verify that full name, department/workplace and job title match up

Log on and access PKI administration screens

Examine PKI User’'s documentary evidence of personal identity

Confirm documentary evidence matches PKI User

Enter details of documentary evidence on screen

Provide smartcard

Ensure PKI User resets smartcard PIN in accordance with
Policy on Smartcard PINs and PIN reset

Enable PKI User to download digital certificate onto smartcard

Activate PKI User’s digital identity in Admin screen

Provide any further advice/guidance required
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Collection and storage of information

As described above, basic details about PKI Users will be entered into ARTL. The
PKI Privacy Charter governs the data collected during the registration process.

Non-compliance with verification of identity

If for any reason a proposed PKI User cannot provide evidence in accordance with
this policy and thus fails to satisfy the proof of identity requirements based on
Government Authentication Framework Level 2 authentication, then registration is
not permitted.

Issue of PKI User smartcard

If the identity verification process is completed satisfactorily, the LRA will provide the
PKI User with a “PKI User smartcard” — a card onto which a digital certificate will be
loaded in accordance with the ARTL system requirements, which involves the
following steps:

o the PKI User initialises the smartcard

o the PKI User accesses the certificate request website and completes a
certificate request

o the LRA notifies the RoS eServices Support Team that a PKI User has
requested a certificate and provided satisfactory evidence of identity

e the Support Team approves the request and sends an email to the PKI User

¢ the PKI User is informed of a web location where they may collect the digital
certificate

¢ the PKI User visits the web location electronically and downloads the digital
certificate onto the smartcard.

3.2. Creating Additional PKI Users

An organisation using ARTL must have at least one PKI User, but it is up to the
organisation to decide who its PKI Users will be and how many PKI Users it has.

It is always open to an organisation to set up more PKI Users if the organisation has
a need for them.

See Section 3.1 hereof for the policy that applies to the setting-up of the new PKI
Users — this requires face-to-face meetings between the LRA and the new PKI Users
on the organisation’s business premises, to verify the PKI Users’ identities, issue
smartcards and request the appropriate digital certificates.

Note concerning sole practitioners

Solicitors who operate sole practices and who have to be absent from their
businesses for a time should consider establishing an employee, a locum, etc., as an
additional PKI User while they are away.

3.3. Changing PKI Users (PKI Users leaving/being replaced)

Inevitably, at some point after a PKI User is registered, he or she will leave
the organisation (e.g., because of resignation, retirement, etc) or cease being
a PKI User (e.g., because of promotion, transfer, personal reasons, etc). This
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will give rise to a need for action/intervention by both the organisation and the
RoS eServices Support Team, to preserve the ‘bond of trust’ as well as the
security and integrity of the ARTL PKI.

A PKI User leaves the organisation

If a PKI User leaves the organisation or otherwise ceases to be a PKI User, it
is the immediate responsibility of the organisation’s LRA to:

e take possession of the person’s smartcard;

e make a request for revocation of the digital certificate to the RoS
eServices Support Team, in line with the policy described at Section
5.2 hereof; and

e return the smartcard to the eServices Support Team, in line with the
policy described at Section 4.10 hereof.

On receiving the request for revocation, the eServices Support Team will
immediately revoke the digital certificate, applying the policy described at
Section 5.2 hereof.

If the person who is leaving is the organisation’'s only PKI User, the
organisation must either establish a replacement PKI User or renounce its
ARTL licence.

If the organisation already has one or more other PKI Users in place, it is up
to the organisation to decide whether or not the PKI User who left should be
replaced.

Replacing the PKI User who has left the organisation

Replacing the PKI User is essentially the same process as creating an
additional PKI User. The policies described at Sections 3.2 and 3.1 hereof will
therefore apply.
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4. Security of Smartcards
& Digital Certificates
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4.1.  Security of Blank Smartcards within a Firm

RoS will issue smartcards free of charge to all ARTL-licensed organisations. The
smartcards remain the property of RoS and their distribution to organisations will be
logged.

RoS will give the Local Registration Authority (LRA) within the organisation, or within
each branch of the organisation, a number of blank smartcards for issue to individual
colleagues. This will include a small reserve of cards that need not be given out
immediately, but will be retained by the LRA for future use. The security of this
reserve of cards must be respected and safeguarded by the LRA at all times, as an
important part of a wider aim of preserving the confidentiality, integrity and availability
of the ARTL system.

If there is more than one LRA in the same office/branch, the LRAs should decide
among themselves how the reserve of blank smartcards is to be kept and managed.

An LRA is responsible for managing the security and distribution of the blank
smartcards in his or her possession.

The blank smartcards must be kept together in a dry, clean and secure environment
at all times and never left unattended, or in a conspicuous position, even for a few
minutes.

If a safe is available to the LRA alone, the safe should be used at all times for the
retention of the blank smartcards. Otherwise, they should be kept in a locked, secure
cabinet, drawer or container within the sole keeping of the LRA. The key should also
be within the sole keeping of the LRA. Any duplicate key should be held separately
and securely. (For the avoidance of doubt, it can be considered secure that a
duplicate key is held by another LRA or ARTL Practice Administrator in the
organisation.)

The disappearance, loss or theft of any of the blank smartcards must be reported
immediately to the RoS eServices Support Team, whose Manager will help the LRA
to consider what actions are necessary to investigate the security breach and prevent
a recurrence.

Any blank smartcard that is damaged beyond repair should be sent by post by the
eServices Support Team Manager, who will note the fact in the RoS Smartcard Log.

4.2. Smartcard PINs and PIN Reset
ARTL smartcards are the property of RoS.

RoS issues smartcards free of charge to ARTL users on the understanding that the
smartcards will be kept/used safely and securely.

Every smartcard requires to have a PIN (“User PIN") known only to the smartcard
user. When a new smartcard is inserted into a computer for the first time, the user is
prompted to enter a new User PIN. This has to be done before a digital certificate
can be loaded onto the smartcard.

User PINs will be longer and more complex than the 4-digit bank card PINs with

which most people are familiar. They will be more like passwords. This is for extra
security.
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The user is free to create a User PIN of his or her own choice. However, User PINs
must have a minimum of 8 and a maximum of 16 characters. They can also be
alphanumeric (i.e., a combination of numerals and letters) and include upper and
lower case letters and punctuation marks. Mixing numbers, punctuation and letter
cases will generally make a PIN much more secure.

The User PIN should be memorised. It therefore follows that the PIN should be
memorable, but not so memorable that someone who knows the user can easily
guess it. See Section 4.4 hereof, on PIN/Password Formation Tips, for further advice
on the subject.

When using a smartcard, the user will be allowed 3 attempts to enter the User PIN.
On a third unsuccessful attempt, the system will lock the smartcard. See Section 4.7
hereof, on Lost, Stolen or Inoperative Smartcards, for further information about
locked smartcards.

The User PIN should not be the same PIN that the smartcard user uses for other
Internet services such as for email, online shopping, etc.

No two smartcard users may knowingly have the same User PIN.
User PINs should be kept secret at all times. They should never be disclosed to
colleagues. They should never be written on the smartcards. See Section 4.6 hereof,

on Security of PKI User Smartcards, for more details.

PIN reset by smartcard users

Smartcard users may reset their Users PINs, via the Administration feature of the
Gemplus software within the ARTL system.

If a User PIN is compromised (i.e., it becomes known to someone other than the
user), the user must immediately reset it and create a new User PIN.

If a User PIN is not only compromised but also the card has been used (or might
have been used) within the ARTL system by someone else, the user must notify their
LRA without delay. The LRA must then request revocation of the user’'s digital
certificate, applying the policy described at Section 5.2 hereof, and inform the RoS
eServices Support Team (tel: 0845 607016; e-mail: eservices@ros.gov.uk). The user
will then need a new digital certificate. Since this entails creating a new bond of trust
under the PKI, the LRA must again register the smartcard user in accordance with
the policy described at Section 3.1 hereof.

4.3. Digital Signatures and Adobe Acrobat Reader Software

Background information

In early 2006, RoS released information detailing the required software for use with
the ARTL system. To support digital signature capability, Adobe Reader software is
needed and the latest version of the software then available was version 7.0.7. Due
to a flaw in version 7.0.7, Adobe released version 7.0.9 .and this became the
minimum version of the Adobe Reader software required for ARTL.
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In late 2006, Adobe released version 8 of Adobe Reader providing improved security.
As a result, RoS identifies version 8 of Adobe Reader as the recommended version
of the software for use with ARTL.

Potential security vulnerability regarding Adobe Reader Version 7.0.9 and ARTL

It has been learned that in Version 7.0.9, when the ARTL smartcard is left in the card
reader after the ARTL user’s personal identification number (PIN) has been entered
and the digital signature has been applied, the Adobe software remains functional in
the background — retaining the user’'s PIN - until the Internet browser is closed down
or the user removes the smartcard from the card reader.

This could result in a digital signature being applied unlawfully, without the
knowledge of the ARTL user, if the user’s computer is left unattended and unlocked
with the smartcard still in the reader.

The implication is that ARTL users who have Version 7.0.9 installed must remove
their smartcards straight after digitally signing electronic documents, so as to prevent
any security vulnerability arising. It is also good practice to lock computers whenever
they are left unattended.

Improved security associated with Adobe Reader Version 8

The improved security associated with Version 8 of the Adobe Reader software
provides a more robust alternative.

In Version 8, after an ARTL user has digitally signed and submitted an electronic
document, the Adobe software automatically shuts down after a short time
(approximately 30 seconds).

While the user using Adobe Version 8 should still remove the smartcard from the
card reader after a signing event, because that is always best practice from a
security standpoint, the potential for misuse of the smartcard is drastically reduced as
the Adobe software quickly shuts down and no longer retains the user’s PIN.

Recommendation to upgrade to Adobe Reader Version 8

Having taken advice from Adobe, both RoS and BT plc (the IT partner of RoS)
recommend that ARTL users should upgrade their Adobe Reader software to Version
8 if their operating system allows them to do so. They should check that upgrading
will not have any adverse impact on any other applications in their office systems that
use Adobe Acrobat Reader.

Version 8 is available as a free download from the Adobe website and should not

involve users in incurring any expense. The position with the different Windows
operating systems is shown in the following table.
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Available versions of Adobe Acrobat as at June 2007

Windows Operating Service IAdobe Reader
Pack ! . Notes
System ) Version Available
\Version
: )Adobe expects version 8 to
Vista i 8 be used with Vista
XP (All) SP2 8
SP1 7.0.9
No SP
Installed 7.0.9
2000 SP4 8
SP2 & SP3 [7.0.9
Sp1 6.01 BeIO\_/\( AF\’_TL minimum
specification

Updated IT requirements for ARTL

RoS’ specification of IT requirements for ARTL users, as published in the ARTL
section of its website, is being updated to reflect the information contained in this
note.

A reminder about smartcard security

RoS wishes to emphasise once again the importance of good smartcard security, no
matter which version of Adobe Reader is in use. This is, however, particularly
relevant to ARTL users who do not use Adobe Reader Version 8, whether by choice
or because their operating systems will not allow them to upgrade to that version.

Basically, good security is a matter of always remembering:

e to remove the smartcards from the card reader straight after applying the
digital signature

e not to leave the smartcard unattended, either in the card reader or anywhere
else, at any time

e to ‘lock’ the computer when it is not in use.

4.4. PIN/Password Formation Tips
Most people tend to choose PINs/passwords that are easy to remember. One way to
make them easy to remember is to pick PINs/passwords that are directly related to
oneself, but generally these are considered to be poor choices. Therefore users
should avoid basing their passwords on:
e their name, partner's name, child's name, pet's name, birthday, car
registration number, phone number, National Insurance Number, sports team
or any personal information that others can easily obtain

It is also a poor choice to re-use an old PIN/password or make a minor change to an
old one, e.g., by incrementing a digit.

Other POOR CHOICES include PINs/passwords that comprise:

¢ an alphabetical series (e.g. ABCDEF or FEDCBA)

Version 1.4. Aug 09 © Crown Copyright 2009. 31



Registers of Scotland
ARTL PKI Registration Policy & Procedures

a numerical series (e.g. 123456 or 654321)

a series drawn from the keyboard (e.g. ASDFG or QWERTY)
a series of identical characters (e.g. AAAAAA or 111111)
single words that can be found in any dictionary

STRONG CHOICES include PINs/passwords that comprise:

e atleast one symbol (punctuation mark) and / or one number
o different cases (combination of both upper and lower case)
e 8 or more characters*

*For the ARTL PKI, the PIN range is 8-16 characters.
Suggestions / tips for making STRONG MEMORABLE PINs/PASSWORDS:

e Use the first letters of the words of a sentence / phrase you can easily
remember

o Use 2 words that do not ordinarily go together and separate them by a special
character or a number

EXAMPLE

1] A good tip for creating a strong PIN/password is to create a passphrase (a
sentence or group of words), then convert the passphrase into a PIN/password using
only the first letter of each word with punctuation marks. If your phrase contains
numbers, all the better.

PASSPHRASE PASSWORD
My son’s birthday is 1 December. When is yours? MsbilD.Wiy?
| get a number 46 bus to work Igan46b2w
Frank Sinatra — I've got you under my skin FS-Igyums
Why is the world round and not flat? Witwr&nf?
The last book | read was Pride and Prejudice TIblrwP&P

This method creates a seemingly random combination of alpha, numeric and symbol
characters, yet it is easy to remember.

2] Take 2 words that do not go together and separate them by a special character /
number such as:

e Piano%Dinner

e Grass7Butter
e Cow$Canoe
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4.5. Security of LRA Smartcards

Every LRA in an organisation that uses ARTL will have a smartcard containing an
LRA digital certificate, which must be kept secure, as an important part of a wider aim
of preserving the confidentiality, integrity and availability of the ARTL system.

An LRA is therefore expected to take personal responsibility for the confidentiality
and use of his or her LRA smartcard and its associated Personal Identification
Number (PIN). It is the smartcard that identifies the LRA to the ARTL system and
allows the LRA to sign and endorse transactions. Failure to keep it secure exposes
the LRA and the organisation to identity theft and potential fraudulent use of ARTL.
Consequently, the LRA should take steps to prevent disclosure of the PIN or misuse
of the smartcard and PIN. See Sections 4.2 and 4.4 hereof for further information and
guidance on creating strong PINs/passwords.

RoS reserves the right to terminate the ARTL license of an organisation if RoS
reasonably considers that a situation has arisen that poses a threat to the security,
integrity or stability of the ARTL system or to any registration transaction. The ARTL
Terms and Conditions that all ARTL licensees have accepted provide for this. The
misuse of an LRA smartcard could give RoS cause to consider terminating a licence.

The Importance of LRA Smartcards

The digital certificate on the LRA smartcard is of much greater importance than the
digital certificate on the ordinary smartcard that is used for authorising ARTL
applications. It is the LRA digital certificate that gives the LRA the ability to dispense
ordinary smartcards to other people in the organisation and allow them to obtain
digital certificates. Without an LRA smartcard, the LRA cannot function in his or her
role and the organisation’s ability to make best use of ARTL will suffer as a result.
Consequently, the LRA should take particular care of his or her LRA smartcard at all
times. The loss, destruction or theft of an LRA smartcard is dealt with in Section 4.7
hereof, which essentially requires RoS staff to re-visit the LRA in order to provide a
replacement.

Smartcard Security

The LRA smartcard should be kept secure at all times. It should not be left in its
reader while the LRA is away from his or her computer, or be left unattended in an
exposed or conspicuous position, even for a few minutes. It is recommended that the
LRA smart card is only inserted into the reader when actually required for use.

Moreover, the smartcard should be removed from the card reader straight after the
LRA has used it, to prevent a potential security vulnerability arising that is associated
with Adobe Acrobat Reader software. See Section 4.3 hereof for information about
this.

The LRA should never allow any other person to make use of the LRA smartcard.
When the LRA smartcard is not being used, the LRA should keep it in a secure (i.e.,
lockable) place such as a safe or container, cabinet or drawer to which the LRA has

sole access. It follows that the key(s) to the safe etc must also be kept securely.

If the LRA ever suspects or has cause to believe that the LRA smartcard has been
misused, damaged or tampered with, in any way, he or she should immediately
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contact the Ro0S eServices Support Team (tel: 0845 607016; e-mail:
eservices@ros.gov.uk), who will decide what follow-up action is necessary.

PIN Security

The LRA will set his or her own PIN on first use of the ARTL system. The PIN must
have a minimum of 8 and a maximum of 16 characters. Within that requirement, the
LRA is free to create a PIN of his or her own choice. It may be alphanumeric (i.e., a
combination of numerals and upper and lower case letters) and include keyboard
symbols or punctuation marks, e.g., 47Gv#z?6. Once the PIN has been decided and
set, the LRA should memorise it.

It therefore follows that the PIN should be memorable, but not so memorable that
someone who knows the LRA can easily guess it. The LRA should avoid detail such
as their telephone numbers, National Insurance number or date of birth, as these are
easily guessed. See Section 4.4 hereof for guidance on creating memorable PINs.

The same PIN should not be used for an ordinary smartcard that the LRA uses to
create and submit applications for registration via ARTL. It should not be the same
PIN that the LRA uses for other Internet services such as for email, online shopping,
etc.

The LRA must avoid entering the PIN while others can see what he or she is doing.

The User should avoid keeping a record of the PIN unless this can be stored
securely and the method of storing adheres to the minimum requirements for storing
ARTL SmartCard PINs. These minimum requirements are outlined as follows:

e Each ARTL SmartCard PIN should be held in a secure tamper-proof
envelope, e.g. it should be sealed and signed over the flap.

e The envelopes should be held in a secure lockable device such as a safe.

o Where the device is accessible by anyone other than the LRA then the PINs
should be stored in a secure tamperproof area or lockable container within
the device which only the LRA has access.

If the PIN is compromised (i.e., it becomes known to someone other than the user),
the LRA must immediately reset it and create a new PIN.

If the PIN is not only compromised but also the LRA smartcard has been used within
the ARTL system by someone else, the LRA must notify the RoS eServices Support
Team without delay. The RoS eServices Support Team will decide what follow-up
action is necessary.

4.6.  Security of PKI User Smartcards

Individuals in an organisation that uses ARTL will have a smartcard referred to here
as a PKI User smartcard (called an ‘ordinary smartcard’ in some other policies), if
they need to apply digital signatures to certain key stages of the ARTL process.
These individuals are herein referred to as PKI Users.

PKI Users must keep their smartcards secure, as an important part of a wider aim of
preserving the confidentiality, integrity and availability of the ARTL system.
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A PKI User is therefore expected to take personal responsibility for the confidentiality
and use of his or her PKI User smartcard and its associated Personal Identification
Number (PIN). It is the smartcard that identifies the PKI User to the ARTL system
and allows the PKI User to sign and endorse transactions. Failure to keep it secure
exposes the PKI User and the organisation to identity theft and potential fraudulent
use of ARTL. Consequently, the PKI User should take steps to prevent disclosure of
the PIN or misuse of the smartcard and PIN. See Sections 4.2 and 4.4 hereof for
further information and guidance on creating strong PINs/passwords.

RoS reserves the right to terminate the ARTL license of an organisation, or a user’s
ability to use ARTL, if RoS reasonably considers that a situation has arisen that
poses a threat to the security, integrity or stability of the ARTL system or to any
registration transaction. The ARTL Terms and Conditions that all ARTL licensees
have accepted provide for this. The misuse of a PKI User smartcard could give RoS
cause to consider terminating a licence.

Smartcard Security

The PKI User smartcard should be kept secure at all times. It must not be left in its
reader while the PKI User is away from his or her computer, or be left unattended in
an exposed or conspicuous position, even for a few minutes.

Moreover, the smartcard should be removed from the card reader straight after the
PKI user has applied a digital signature, to prevent a potential security vulnerability
arising that is associated with Adobe Acrobat Reader software. See Section 4.3
hereof for information about this.

The PKI User should never allow any other person to make use of his or her PKI
User smartcard.

When the PKI User smartcard is not being used, the PKI User should keep it in a
secure (i.e., lockable) place such as a safe or container, cabinet or drawer to which
the LRA has sole access. It follows that the key(s) to the safe etc must also be kept
securely.

If the PKI User ever suspects or has cause to believe that his or her smartcard has
been misused, damaged or tampered with, in any way, he or she should immediately
notify the organisation’s Local Registration Authority (LRA). The LRA will then
contact the Ro0S eServices Support Team (tel: 0845 607016; e-mail:
eservices@ros.gov.uk). If the LRA is absent, the PKI User should contact the RoS
eServices Support Team directly. Revocation of the digital certificate stored on the
PKI User smartcard will be one outcome.

PIN Security

The PKI User will set his or her own PIN on first use of the ARTL system. The PIN
must have a minimum of 8 and a maximum of 16 characters. Within that requirement,
the PKI User is free to create a PIN of his or her own choice. It may be alphanumeric
(i.e., a combination of numerals and upper and lower case letters) and include
keyboard symbols or punctuation marks, e.g., 47Gv#z?6. Once the PIN has been
decided and set, the PKI User should memorise it.

It therefore follows that the PIN should be memorable, but not so memorable that

someone who knows the PKI User can easily guess it. The PKI User should avoid
detail such as their telephone numbers, National Insurance number or date of birth,
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as these are easily guessed. See Section 4.4 hereof for guidance on creating
memaorable PINSs.

It should not be the same PIN that the PKI User uses for other Internet services such
as for email, online shopping, etc.

The PKI User must avoid entering the PIN while others can see what he or she is
doing.

The User should avoid keeping a record of the PIN unless this can be stored
securely and the method of storing adheres to the minimum requirements for storing
ARTL SmartCard PINs. These minimum requirements are outlined as follows:

e Each ARTL SmartCard PIN should be held in a secure tamper-proof
envelope, e.g. it should be sealed and signed over the flap.

e The envelopes should be held in a secure lockable device such as a safe.

o Where the device is accessible by anyone other than the LRA then the PINs
should be stored in a secure tamperproof area or lockable container within
the device which only the LRA has access.

If the PIN is compromised (i.e., it becomes known to someone other than the user),
the PKI User must immediately reset it and create a new PIN.

If the PIN is not only compromised but also the PKI User smartcard has been used
within the ARTL system by someone else, the PKI User must notify their LRA who
will then contact the RoS eServices Support Team without delay. (If the LRA is
absent, the PKI User should contact the RoS eServices Support Team directly).
Revocation of the digital certificate stored on the PKI User smartcard will be one
outcome.

4.7. Lost, Stolen or Inoperative Smartcards

RoS recognises that there will be circumstances in which smartcards are no longer
available because of loss, theft or total destruction. There will also be other
circumstances in which smartcards still exist but cannot be used because they have
become damaged, inoperative or locked. This policy determines the consequences
and necessary follow-up actions.

1) If a smartcard user loses the smartcard, the smartcard is destroyed or stolen, or
the smartcard becomes damaged, locked or inoperative, the user must immediately
report this to the Local Registration Authority (LRA). In turn, the LRA must request
revocation of the user’s digital certificate without delay, applying the policy described
at Section 5.2 hereof, and inform the RoS eServices Support Team (tel: 0845
607016; e-mail: eservices@ros.gov.uk). The Team will note the loss, theft, etc., in the
RoS Smartcard Log and proceed to revoke the digital certificate.

The smartcard user will then need a new smartcard and digital certificate. Since this
entails creating a new bond of trust under the PKI, the LRA must again register the
smartcard user in accordance with the policy described at Section 3.1 hereof.

The LRA can then issue the smartcard user with a new card from the stock of spare

cards held by the LRA and authorise the downloading of a new digital certificate onto
the card.
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The LRA should return a damaged, locked or inoperative smartcard to the eServices
Support Team, in line with the policy described at Section 4.10 hereof, on
Transmission of Smartcards to/from RoS.

2) If an LRA loses the LRA smartcard, the LRA smartcard is destroyed or stolen, or
the LRA smartcard becomes damaged, locked or inoperative, the LRA must
immediately report the loss, destruction or theft to the eServices Support Team. The
Team will revoke the LRA's digital certificate without delay, applying the policy
described at Section 5.1 hereof.

The LRA will then need a new LRA smartcard and digital certificate. Since this entails
creating a new bond of trust under the PKI, a member of the RoS eServices Support
Team must again register the LRA in accordance with the policy described at Section
2.1 hereof. RoS will endeavour to arrange a face-to-face meeting for this purpose at
the earliest possible opportunity.

The RoS member of staff conducting the meeting can then issue the LRA with a new
card and allow the downloading of a new digital certificate onto the card.

The LRA should return a damaged, locked or inoperative LRA smartcard to the
eServices Support Team, in line with the policy described at Section 4.10 hereof.

3) If a lost card is found again, the LRA should send it to the eServices Support
Team, in line with the policy described at Section 4.10 hereof.

4.8. Re-use of Smartcard with Expired Certificate
If a PKI User allows the digital certificate on his or her smartcard to expire without
renewing the certificate, but then wishes to acquire a new certificate, he or she may

re-use the same smartcard for that purpose.

In arranging for the PKI User to obtain a new certificate, the organisation’s Local
Registration Authority must apply the relevant provisions of Section 3.1 hereof.
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4.9, Transmission of Smartcards to/from RoS

RoS has requirements in respect of the movement of smartcards between RoS and
organisations that use ARTL. Smartcards are expensive to manufacture and, though
issued free of charge to users of the ARTL PKI, they remain the property of RoS. In
line with other policies on smartcard security, RoS expects that the transmission of
smartcards should be safe and secure.

Transmission of smart cards from RoS

RoS staff may hand-deliver smartcards to LRAs when visiting organisations to set
them up as users of the ARTL service. Alternatively, at the discretion of the
appropriate RoS manager, smartcards may be delivered to LRAs by reputable,
established providers of postal or courier services.

RoS staff handling smartcards for these purposes must keep cards dry, clean and
secure at all times. Cards should never be left unattended in an unsafe or
conspicuous position.

RoS staff hand-delivering smartcards are expected to exercise reasonable standards
of care as regards the cards in their possession.

If sending smartcards by postal or courier services, RoS staff should securely
package the cards and clearly address the packages to the Local Registration
Authority (LRA) or another named contact at the organisation’s business address.
The following rules should be observed:

labels must be printed and not handwritten;

e cards should be sent only to the LRA’s business premises; and
the LRA or other contact should be advised (by fax or e-mail or telephone)
that the cards are en route, so that they can expect their arrival.

(RoS will also provide LRAs with Addressed Padded Envelopes so that LRAs can
return to RoS any cards that they no longer require or cards that have become
locked, damaged or defective.)

As stated, the postal or courier services that are used should be reputable and
established. Royal Mail, DX and Legal Post will be the usual choices, as the
appropriate RoS manager (normally the eServices Support Team Manager) thinks fit,
taking costs into account. Courier services should be used only in exceptional
circumstances.

To allow tracking of smart card deliveries, Royal Mail Recorded Delivery or the
equivalent services of other providers must always be used.

RoS staff will enter issues of cards straightaway into the Smartcard Log.

Transmission of smart cards to RoS

Any LRA or other person sending smart cards to RoS, for whatever reason, should
keep cards dry, clean and secure while they are handling them. Cards should never
be left unattended in an unsafe or conspicuous position. The cards should be
securely packaged using the Addressed Padded Envelopes provided by RoS, or in

Version 1.4. Aug 09 © Crown Copyright 2009. 38



Registers of Scotland
ARTL PKI Registration Policy & Procedures

envelopes/packages of the same quality. (Further supplies of Addressed Padded
Envelopes are available from the RoS eServices Support Team Manager.)

No card that has a live (i.e., unrevoked) digital certificate on it should be put into the
post, even if the card is ‘locked’, damaged or inoperative. A request for the
revocation of the digital certificate should first be made in accordance with either
Section 5.1 or Section 5.2, as appropriate.

The reason for sending the cards to RoS must be clearly stated in a covering letter.

No person who is not an LRA should send smartcards to RoS without the knowledge
and permission of the LRA.

The RoS eServices Support Team should be advised (by fax or e-mail or telephone)
that the cards are en route, so that they can expect their arrival.

The postal or courier services that are used should be reputable and established.
The person sending the cards to RoS is free to choose whatever service they prefer
but RoS strongly recommends that, to allow tracking of smartcard deliveries and
provide evidence of posting/receipt, Royal Mail Recorded Delivery or equivalent
services should be used.

RoS staff will note returns of smartcards to RoS straightaway in the Smartcard Log.
4.10. Return of Used Smartcards to RoS

In the course of time, the Local Registration Authority (LRA) in an organisation using
ARTL may come to have a number of used smartcards with expired or revoked
digital certificates on them. In returning them the LRA should follow the policy
described in Section 4.09 hereof.

Once the smartcards are in the hands of the RoS eServices Support Team, the
Team must deal with them immediately and keep them secure.

First, the Team must amend the RoS Smartcard Log so that the smartcards are no
longer shown to be in the possession of the organisation that returned them. A note
of the reason for their return should be entered.

The Team must then clear all expired or revoked certificates from the cards. If a card
has a current digital certificate on it, this should be queried with the LRA who
returned it to find out if a mistake has been made.

Returned smartcards may be destroyed, at the discretion of the eServices Support
Team, if they are badly worn, scuffed, scratched, etc. Destruction of smartcards
should be noted in the Smartcard Log.

After usable cards have been re-logged and cleared, there are 2 possible courses of
action:

(1) the smartcards may be returned to the LRA to top up the LRA’s reserve of blank
smartcards for eventual issue to PKI Users in the organisation, or

(2) the smartcards may be added to the eServices Support Team’s stock of blank
smartcards so that they are again available for issue.
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The course of action to be followed will depend on the LRA’s wishes. If the LRA has
expressed no wishes, the eServices Support Team should follow the second course
of action.

See also Section 4.12 below.
4.11. Return of Blank Smartcards to RoS

When RoS staff visit an organisation to help its staff prepare to begin using ARTL,
the Local Registration Authority (LRA) will receive a number of blank smartcards for
issue to individual colleagues. This will include a reserve of cards that need not be
given out immediately, but will be retained by the LRA for future use.

The smartcards remain the property of RoS.

If, for any reason, the LRA subsequently feels it necessary to return all or part of the
reserve of blank smartcards to RoS, or RoS requests their return, the LRA should
follow the policy described in Section 4.10 hereof.

Once the smartcards are in the hands of the RoS eServices Support Team, the
Team must deal with them immediately and keep them secure.

First, the Team must amend the RoS Smartcard Log so that the smartcards are no
longer shown to be in the possession of the organisation that returned them. A note
of the reason for their return should be entered.

The Team must then check the cards to ensure that they are indeed blank. Any card
that carries an expired or revoked certificate should be cleared. If a card has a
current digital certificate on it, this should be queried with the LRA who returned it to
find out if a mistake has been made.

After the cards have been re-logged and checked, they should be added without
delay to the eServices Support Team’s stock of blank smartcards so that they are
again available for issue.

4.12. Standards for Smartcard Readers

Organisations using ARTL must obtain their own smartcard readers; RoS does not
supply them. Smartcard readers used in connection with the ARTL system must be
of a suitable standard to ensure the security and integrity of the signing processes
within the system. It is not possible for RoS to mandate a particular make or model of
smartcard reader for its users. There is, however, a widely accepted industry
standard for smartcard readers that is acceptable for the needs of ARTL. This is the
PC/SC standard. Information about the standard can be easily obtained by entering
“PC/SC” into any Internet search engine.

Any smartcard reader that meets the PC/SC standard will be acceptable to be used
with the smartcards issued by RoS for the purposes of ARTL
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5. Revocation & Renewal
of Digital Certificates
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5.1. Revocation of LRA Digital Certificate

This policy sets out the circumstances in which the digital certificates of LRAs may be
revoked. It aligns with section 4.9 of the ARTL PKI Base Certificate Policy.

NB There are some differences between this policy and the policy on Revocation of
PKI User Digital Certificate, described at Section 5.2 hereof. The latter policy must
always be followed when it is a PKI User’s digital certificate that is being revoked.

Permanence of revocation

Revocation is permanent. A revoked certificate cannot be revived. If an LRA whose
certificate has been revoked becomes an active LRA again, he or she has to acquire
a new certificate in accordance with the policy described at Section 2.1 hereof.

Reasons for revocation

An LRA digital certificate must be revoked:

e when the ARTL Licence of the organisation to which the LRA belongs is
revoked or otherwise terminated either by RoS or the organisation

¢ when RoS terminates the authority of the LRA on the basis that the LRA
poses a threat to the security, integrity or stability of the ARTL system

¢ when the LRA leaves the organisation

e when the LRA no longer needs to make use of the digital certificate, due to a
change of job or duties within the organisation

¢ when any of the information in the digital certificate is known or suspected to
be inaccurate

e upon suspected or known compromise of the Private Key (or the media
holding the Private Key) associated with the digital certificate

¢ when the smartcard on which the digital certificate resides is lost, stolen,
inoperative, seriously damaged or destroyed.

Additionally, RoS may revoke an LRA digital certificate:

o when the organisation or LRA fails to comply with obligations set out in the
ARTL PKI Base Certificate Policy, any additional published documents
defining practices to be followed and any other relevant agreement or any
applicable law

e when it is discovered that there has been prohibited usage of the digital
certificate as described in Section 2 of the ARTL PKI Disclosure Statement.

All organisations and their LRAs are responsible for making Revocation Requests
promptly when situations arise that call for LRA digital certificates to be revoked, as
detailed above. In the particular event of the compromise, or suspected compromise,
of any Private Key, the RoS eServices Support Team must be notified immediately
and the nature and circumstances of the compromise must be described, to the
fullest extent known.

Who may request revocation

The revocation of an LRA digital certificate may be requested by:

e Ro0S* (in respect of any LRA digital certificate)
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e a senior partner/official/director or Practice Administrator of the organisation
to which the LRA belongs (in respect of any LRA digital certificate held by an
LRA within the organisation)

e a Local Registration Authority (LRA) (in respect of his/her own LRA digital
certificate).

*(in the person of, or on the instructions of, a member of the RoS Management Board
or of the RoS Policy Authority Function Group)

How Revocation Requests are made

Revocation Requests cannot be made online. They can be made by personal visit,
signed fax, e-mail, signed letter or telephone call to the RoS eServices Support
Team, whose members (in their roles as Registration Authority Operators or RAOS)
have authority to action Revocation Requests online.

A Revocation Request must:

name the person who is making the request
o identify the requester’s firm/organisation
clarify the requester’s authority to make the request (where the requester is
not the LRA him/herself)
name the person whose certificate is to be revoked
identify the certificate to be revoked
state a good reason for the revocation
provide a telephone number for a return call.

Effect of Revocation

Revocation of an LRA digital certificate is a serious event that could have important
implications for the organisation’s ability to make use of ARTL, in situations where
RoS is not intending or being asked to provide the LRA with a new LRA digital
certificate. Where there is more than one LRA in the organisation, the impact of the
revocation of one LRA’s digital certificate may be manageable, and the organisation
is free to take its own view on that. However, where the LRA is the only LRA in the
organisation, the organisation will be deprived of the ability to dispense ARTL digital
certificates to its staff. There are 2 possible scenarios to consider:

1) If the revocation is being carried out in circumstances where a threat to the
security, integrity or stability of the ARTL system has occurred, it may be
necessary for RoS to consider terminating the organisation’s ARTL licence
(assuming this has not already occurred). This decision should not be made
lightly. The precise circumstances have to be taken into account. For
example, if it is clear that the LRA alone posed the threat, the rest of the
organisation should perhaps not be penalised by licence termination. In this
scenario, the RoS eServices Support Team Manager should always consult
the Customer Relations Manager and Legal Services before acting.

2) If the revocation does not involve a threat to the security, integrity or stability

of the ARTL system, the organisation should consider appointing a new LRA
straightaway: see Section 2.2 hereof for more information.
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Registration Authority Operator (RAQO) actions

1) On receipt of a Revocation Request by fax, e-mail, letter or telephone, the
RAO will telephone the person who made the request to check that the request is
genuine. This is because of the possibility that a Revocation Request could be made
fraudulently or maliciously. When the Request is made by phone, the RAO must call
the requester back. If any of this is made difficult because of practical problems (e.g.,
the requester is out of the office), the RAO should refer to the E-Services Support
Team Manager or the Customer Relations Manager — see step 3) below.

2) When calling by telephone, the RAO must take care to speak directly and
only to the person who made the Revocation Request, especially if that person is not
the LRA him/herself. The RAO should first check that the requester did indeed make
the request. If the requester is not the organisation’s Practice Administrator, but
some other senior manager, partner or official, and the Revocation Request does not
make the requester’s authority plain, the RAO should query this and note the reply.
The RAO should also point out the potential difficulties for the organisation in
revoking the LRA digital certificate.

3) If the RAO is in doubt about the genuine nature of the Revocation Request, or
if the situation entails practical difficulties of the kind described under the heading
“Effect of Revocation” above, this must be reported to the E-Services Support Team
Manager or the Customer Relations Manager for either a decision to proceed with
the revocation or an interim decision to disassociate the LRA’s digital certificate from
the username (see the Policy concerning Disassociation of Digital Certificate from
ARTL Username) or a referral to RoS Legal Services for further consideration. These
decisions must take the requirements of Section 3.4 of the ARTL PKI Base
Certificate Policy into account.

4) RAOs must act on Revocation Requests as soon as is reasonably possible.

5) To action a Revocation Request, the RAO revokes the certificate by using the
RSA Registration Manager process within the PKI administration component of the
ARTL system. This requires the use of an RAQO Certificate.

6) Before taking action, the RAO should check if the LRA has 2 certificates: an
LRA digital certificate and also an ordinary ARTL user digital certificate. It is
important that the RAO does not revoke the wrong certificate. If there is any
uncertainty, the RAO should revert to the Revocation Requester.

7 The Revocation Details screen asks for a Revocation Request Code. The
RAO will leave this as "unspecified", as anything entered here will appear in the
automated, public Certificate Revocation Lists. The screen also asks for the invalidity
date (normally the current date); there is also a facility for entering notes which the
RAO should use to comment on any unusual aspects of the Revocation Request. As
soon as the on-screen Revoke button is pressed, the LRA’s certificate is revoked.

8) The RAO should enter details of the Revocation Request (including the
reason for the revocation) on the worksheet associated with this policy. The
completed worksheet should be archived.

9) Upon revocation of an LRA digital certificate, the RAO will inform the person

who made the Revocation Request and (if different) the LRA, by the same medium in
which the request was made.
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ARTL PKI
Request for Revocation of Digital Certificate
(E-Services Support Team)
WORKSHEET

NOTE A copy Revocation Request may be attached to save entering some details,
but any details that are not shown in the copy Request should be entered here.

Name of Requester:

Firm:

Town/city:

Telephone No.:

Whose Certificate is to be revoked?

Reason for Revocation:

A phone call to Requester is required, to check Revocation Request is genuine.

Date & time of call:

Does request appear to be genuine? Yes*/No**
* If yes, revoke certificate and confirm revocation to Requester.

** |f no, refer to E-Services Support Team Manager or Customer Relations Manager
for decision or consultation with Legal Services.

Outcome:

Signature: Date:
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Certificate Revocation Lists

Certificate Status Information services, provided by Trustis Ltd in the form of
Certificate Revocation Lists (CRLs), will identify all Revoked Certificates. CRLs will
be made available at two publicly accessible Distribution Points, one maintained on
the ARTL server and the other hosted by Trustis Ltd. However, there is no need for
users of the ARTL system to consult CRLs personally, because all ARTL digital
certificates automatically check the CRLs.

5.2. Revocation of PKI User Digital Certificate

This policy sets out the circumstances in which the digital certificates of PKI Users
may be revoked. It aligns with section 4.9 of the ARTL PKI Base Certificate Policy.

NB There are some differences between this policy and the Policy on Revocation of
LRA Digital Certificate, described at Section 5.1 hereof. The latter policy must always
be followed when it is an LRA digital certificate that is being revoked.

Permanence of revocation

Revocation is permanent. A revoked certificate cannot be revived. If a PKI User
whose certificate has been revoked becomes an active PKI user again, he or she has
to acquire a new certificate in accordance with the policy described in Section 3.1
hereof.

Reasons for revocation

A Certificate must be revoked:

e when the ARTL Licence of the organisation to which the PKI User belongs is
revoked or otherwise terminated either by RoS or the organisation

e when RoS terminates the authority of the PKI User on the basis that the PKI
User poses a threat to the security, integrity or stability of the ARTL system

¢ when the PKI User leaves the organisation
when the PKI User no longer needs to make use of the Certificate, due to a
change of job or duties within the organisation

e when any of the information in the Certificate is known or suspected to be
inaccurate

e upon suspected or known compromise of the Private Key (or the media
holding the Private Key) associated with the Certificate

o when the smartcard on which the Certificate resides is lost, stolen or
destroyed.

Additionally, RoS may revoke a Certificate:

o when the organisation or PKI User fails to comply with obligations set out in
the ARTL PKI Base Certificate Policy, any additional published documents
defining practices to be followed and any other relevant agreement or any
applicable law

e when it is discovered that there has been prohibited usage of the Certificate
as described in Section 2 of the ARTL PKI Disclosure Statement.

All organisations and their LRAs and PKI Users are responsible for making
Revocation Requests promptly when situations arise that call for Certificates to be
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revoked, as detailed above. In the particular event of the compromise, or suspected
compromise, of any Private Key, the RoS eServices Support Team must be notified
immediately and the nature and circumstances of the compromise must be
described, to the fullest extent known.

Who may reqguest revocation

The revocation of a Certificate may be requested by:

e Ro0S* (in respect of any PKI User Certificate)

e a Local Registration Authority (LRA) (in respect of any PKI User Certificate
held by a user in his/her organisation)

e any smartcard holder (in respect of his/her PKI User Certificate).

*(in the person of, or on the instructions of, a member of the RoS Management Board
or the RoS Policy Authority Function Group)

How Revocation Requests are made

Revocation Requests cannot be made online. They can be made by personal visit,
signed fax, e-mail, signed letter or telephone call to the RoS eServices Support
Team, whose members (in their roles as Registration Authority Operators or RAOS)
have authority to action Revocation Requests online.

A Revocation Request must:

name the person who is making the request
identify the requester’s firm/organisation

name the person whose certificate is to be revoked
identify the certificate to be revoked

state a good reason for the revocation

provide a telephone number for a return call.

Registration Authority Operator (RAQO) actions

1) On receipt of a Revocation Request by fax, e-mail, letter or telephone, the
RAO will telephone the person who made the request to check that the request is
genuine. This is because of the possibility that a Revocation Request could be made
fraudulently or maliciously. When the Request is made by phone, the RAO must call
the requester back. If any of this is made difficult because of practical problems (e.g.,
the requester is out of the office), the RAO should refer to the E-Services Support
Team Manager or the Customer Relations Manager — see step 2) below.

2) If the RAO is in doubt about the genuine nature of the Revocation Request,
this must be reported to the E-Services Support Team Manager or the Customer
Relations Manager for either a decision to proceed with the revocation or an interim
decision to disassociate the PKI User’s digital certificate from the username (see the
Policy concerning Disassociation of PKI User's Digital Certificate from ARTL
Username) or a referral to RoS Legal Services for further consideration. These
decisions must take the requirements of Section 3.4 of the ARTL PKI Base
Certificate Policy into account.

3) RAOs must act on Revocation Requests promptly.
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4) To action a Revocation Request, the RAO revokes the certificate by using the
RSA Registration Manager process within the PKI administration component of the
ARTL system. This requires the use of an RAO Certificate.

5) The Revocation Details screen asks for a Revocation Request Code. The
RAO will leave this as "unspecified", as anything entered here will appear in the
automated, public Certificate Revocation Lists. The screen also asks for the invalidity
date (normally the current date); there is also a facility for entering notes which the
RAO should use to comment on any unusual aspects of the Revocation Request. As
soon as the on-screen Revoke button is pressed, the PKI User's Certificate is
revoked.

6) The RAO should enter details of the Revocation Request (including the
reason for the revocation) on the worksheet associated with this policy. The
completed worksheet should be archived.

7 On revocation of a certificate, the RAO will inform the person who made the
Revocation Request and (if different) the PKI User, by the same medium in which the
request was made.

Certificate Revocation Lists

Certificate Status Information services, provided by Trustis in the form of Certificate
Revocation Lists (CRLs), will identify Revoked Certificates. CRLs will be made
available at 2 publicly accessible Distribution Points, one maintained on the ARTL
server and the other hosted by Trustis. However, there is no need for users of the
ARTL system to consult CRLs personally, because ARTL digital certificates
automatically check the CRLs.

5.3. Disassociation of Digital Certificate and Username

A PKIl user’s digital certificate is linked to his or her ARTL Username to allow the two
things to operate seamlessly together. However, it is recognised that there may be
occasions when an organisation’s Local Registration Authority (LRA) may want to
remove one of their users’ PKI rights, quickly and for a brief period, prior to the
organisation making a Revocation Request to the RoS eServices Support Team for
revocation of the user’s digital certificate. Removing the link between the person’s
digital certificate and his or her ARTL Username will immediately halt any use of the
digital certificate.

RoS permits LRAs, at their discretion, to disassociate PKI users’ digital certificates
and their ARTL Usernames, but only for relatively short periods of time. The
disassociation can be done on the User Management “Modify User” administration
screen within ARTL.

As soon as possible after disassociating a certificate from a username, the LRA must
either:

e re-associate the certificate and username; or
e contact the RoS eServices Support Team to request the revocation of the
digital certificate in line with Section 5.2 hereof.

The RoS eServices Support Team Manager may authorise disassociation of PKI
users’ (and LRAS’) digital certificates and their ARTL Usernames.
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5.4. Renewal of LRA Digital Certificate (Self Service)

LRA digital certificates will have a lifetime of three years, since (a) they will be used
less often than PKI User digital certificates and (b) it is not practical to renew them
annually.

When an LRA uses his or her LRA smartcard during the last 6 months of the life of
the certificate, the ARTL system will generate an automatic prompt to apply for a new
certificate. The new certificate will be valid for a further 3 years from its date of issue.
The process is simple and straightforward. Should the LRA choose not to renew the
certificate, he or she will be prompted again each time he or she uses the certificate
for the remainder of the 6-month period. If the certificate is not used at all during the
last 6 months of its lifetime or the 6-month period ends without the LRA opting to
renew, then the current certificate will expire and the LRA will need to contact RoS to
have a new certificate issued (see Section 5.5 below).

When, in the usual case, an LRA renews the LRA certificate within the 6-month
period, he or she will be directed through a straightforward process whereby a new
pair of public and private keys is generated on the smartcard, and a new digital
certificate is created. The new certificate is then downloaded to the smartcard.

It should be noted that the same smartcard, and PIN, can be used for the storage of
the new digital certificate. Once a new certificate is obtained, there will be two valid
certificates on the smartcard during the remainder of the validity period of the “old”
certificate. This will not cause a problem for users and the old certificate will no
longer be visible once it expires.

5.5. Renewal of LRA Digital Certificate (by RoS Staff)

LRA digital certificates will have a lifetime of three years, since (a) they will be used
less often than PKI User digital certificates and (b) it is not practical to renew them
annually.

There is a self-service renewal process for both user certificates and LRA
certificates: see Section 5.4 above for details. In cases where LRAs do not or cannot
take advantage of the self-service process, RoS staff will need to be involved in the
issuing of the new LRA certificate. The process is essentially the same process as for
the initial registration of the LRA (detailed in Section 2.1), including the face to face
meeting and the identity verification process. It should be noted that the same
smartcard, and PIN, can be used for the storage of the new LRA certificate.

For the avoidance of doubt, it is essential for the integrity of the ARTL PKI that the
only way a LRA certificate can be obtained where the previous one has expired (or
been revoked) is through the involvement of RoS staff.

An LRA who needs to go through this process should contact the eServices Support
Team in the first instance. A registration visit by an Account Manager will then be
arranged as soon as possible. RoS cannot guarantee to send an Account Manager
straightaway.

In the run-up to the registration visit, the LRA’s firm can still continue to be active in
ARTL. Where there is more one LRA in the organisation, the impact of the expiry of
one LRA’s digital certificate may be manageable. However, where the LRA is the
only LRA in the organisation, the organisation will be deprived of the ability to
dispense ARTL digital certificates to its staff until the registration visit is carried out.
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5.6. Renewal of PKI User Digital Certificate (Self Service)

The PKI User digital certificate will have a lifetime of one year (“the validity period”).
This period has been selected in line with published Government best practice. It
helps to reduce the potential risk of the private key being compromised.

There is a self service mechanism for renewal of PKI User digital certificates within
the ARTL system. If a PKI User uses his or her digital certificate within the last 2
months of the validity period, the ARTL system will generate an automatic prompt to
apply for a new certificate. Should the PKI User choose not to apply for renewal, he
or she will be prompted again each time the certificate is used, for the remainder of
the 2-month period. If the certificate is not used at all during the last 2 months of the
validity period, or the 2-month period ends without the PKI User opting to renew, then
the current certificate will expire and the PKI User will need to ask their LRA to have
a new certificate issued (see the Policy on Renewal of PKI User Certificate by LRA).

When, in the usual case, the PKI User does take the opportunity to follow the self
service procedure to renew the certificate, he or she will be directed through a
straightforward process whereby a new pair of public and private keys are generated
on the smartcard and a new digital certificate is created. The new certificate is then
downloaded onto the smartcard. This new certificate will be valid for 12 months from
the day it is downloaded.

It should be noted that the same smartcard, and PIN, can be used for the storage of
the new digital certificate. Once a new certificate is obtained there will be two valid
certificates on the smartcard during the remainder of the validity period of the “old”
certificate. This will not cause a problem for users and the old certificate will no
longer be visible once it expires.

5.7. Renewal of PKI User Digital Certificate (by RoS Staff)

The PKI User digital certificate will have a lifetime of one year. This period has been
selected in line with published Government best practice. It helps to reduce the
potential risk of the private key being compromised.

There is a self-service renewal process for PKI user digital certificates (see Section
5.6 above) and it is expected that it will be used in the vast majority of cases. In any
case where a PKI User does not or cannot take advantage of the self-service
process, his or her LRA will need to be involved in the issuing of the new digital
certificate. The process will be essentially the same process as for the initial
registration of the PKI User (detailed in Section 3.1 hereof) including the face to face
meeting and the identity verification process.

It should be noted that the same smartcard, and PIN, can be used for the storage of
the new digital certificate.
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6. Miscellaneous Issues
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6.1. Misuse of the ARTL PKI
Introduction

The PKI associated with the ARTL system allows digital certificates to be made
available to ARTL users under robust, secure and controlled arrangements. Digital
certificates provide the means of applying digital signatures to ARTL electronic
documents.

The PKI has been created for RoS by Trustis Ltd, a respected supplier. It is of a type
known as a closed, tactical PKI. In effect, this means that the digital certificates will
be issued to licensed ARTL users only and they cannot be used for any purpose
other than the purposes of ARTL.

All users of ARTL must note that the Keeper's Direction No.1 of 2007 (see
http://www.ros.gov.uk/pdfs/artl keepers directionl.pdf), issued in terms of the
Automated Registration of Title to Land (Electronic Communications) (Scotland)
Order 2006, sets the standard of electronic signature within the ARTL system which
will be accorded the same legal presumptions of authenticity as are accorded a
hand-written signature on a paper deed. The Direction excludes insecure digital
certificates and insufficient checks on identity. Only digital certificates meeting the
requirements of Direction No.1 of 2007 can be used within the ARTL system.

Misuse of the PKI and the Consequences

RoS will not tolerate misuse of the ARTL system or any part of it, and this is
particularly the case in relation to the ARTL PKI. The PKI exists to provide all
members of the ARTL community with a safe and secure environment for the
certification of key events or stages in the ARTL electronic registration system.
Misuse of the PKI would undermine confidence in it and RoS will therefore take all
necessary steps to prevent misuse, to investigate misuse when it occurs and to apply
such sanctions as it thinks appropriate against organisations or individuals misusing
the PKI.

Any suspicion, allegation or complaint concerning misuse of the PKI will be treated
seriously and investigated by the RoS IT Security Manager in concert with RoS
Customer Relations and RoS Legal Services.

Misuse of the PKI includes (but is not limited to):

e use or attempted use of any digital certificate not meeting the requirements of
Direction No. 1 of 2007

e misuse of any element of the PKI such as a digital certificate and all activities
that interfere with, or subvert, the legitimate use of the PKI

e breaches of the obligations, duties and responsibilities detailed in the ARTL
PKI Base Certificate Policy, the ARTL PKI Disclosure Statement, the ARTL
PKI Subscriber Agreement and other PKI policy documents published by
RoS.

The sanctions which RoS may choose to apply will depend on the seriousness of the
circumstances of each case of misuse.
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In a serious case, RoS may view the misuse of the PKI as a threat to the security,
integrity or stability of the ARTL system or to registration transactions. This may then
induce RoS to invoke the provisions of Clause 3.6 of the ARTL Terms and
Conditions, with such consequences as:

¢ if the misuse has been carried out by a PKI user, termination or restriction of
that user’s authority and revocation of his or her digital certificate

o if the misuse has been carried out by more than one PKI user, by a Local
Registration Authority (LRA), or by the organisation as a whole, termination of
the organisation’s ARTL licence and revocation of all ARTL digital certificates
held within the organisation.

Moreover, RoS may report a serious case of misuse to the Law Society of Scotland
and/or the police. In addition, RoS may raise civil proceedings.

Misuse by employees of RoS will be treated as serious misconduct and will be
subject to action under disciplinary procedures.

In minor cases of misuse, especially where it is clear that the misuse was accidental
or inadvertent, RoS may issue the person or organisation responsible a written
warning.

6.2. Organisational & Name Changes by ARTL Licensees

Occasionally an organisation using ARTL will undergo an important change that will
alter its relationship with the ARTL PKI and hence its ability to continue using ARTL.

Such changes may include an organisation:

ceasing business;

changing from one type of organisation into another type;

merging with another organisation;

splitting into two or more organisations;

changing its name;

changing its Internet Service Provider and the e-mail addresses of its partners
and staff.

There is a key point that any organisation planning such a change must note.
Information contained in ARTL digital certificates includes the organisation’s name
and the individual's e-mail address. These details will become out-of-date and
inaccurate as soon as the change occurs. Because the details are permanent,
unalterable attributes of the certificates, ARTL system-generated messages would
continue to be sent to the out-of-date e-mail addresses, if the certificates were not
revoked.

Consequently, when such changes occur, the organisation’s Local Registration
Authority (LRA) must take appropriate action, as detailed below.

NB: Clause 3.2 of the ARTL Terms and Conditions states that “The Licensee must

notify RoS of the Contact Details of Users authorised by it and of any change in
those Contact Details”.
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Cessation of business

If an organisation intends to cease trading, the LRA must give written notice (by
letter, fax or e-mail) to the RoS eServices Support Team, explaining the situation,
providing a specified date for the cessation of business and requesting the revocation
of all digital certificates held by the organisation on or before the last day of business.

The revocation policies described in Sections 5.1 and 5.2 hereof will apply.

The RoS eServices Support Team will also formally revoke the firm's ARTL Licence
in writing, with effect from the organisation’s last day of business.

The eServices Support Team should immediately notify Credit Control (Steven
Munro) in RoS Finance Directorate by e-mail at steven.munro@ros.gov.uk about the
organisation’s cessation of business, as Credit Control also has a need to know
about it.

The enrolment database held by Trustis Ltd, relative to the organisation’s certificates,
should not be deleted.

All other circumstances

There is a wide variety of possible scenarios.

If the change that the organisation expects to undergo is at all complex or difficult,
the LRA and/or Practice Administrator should contact the RoS eServices Support
Team as early as possible to explain the situation and seek advice on the ARTL-
related aspects of the change. The eServices Support Team may not be able to react
quickly to a last-minute request for assistance.

In most circumstances, as a general rule, the LRA and the RoS eServices Support
Team should follow the guidance provided under the preceding heading of
“Cessation of Business”, relative to the organisation’s digital certificates and its
licence to use ARTL. This will result in revocation of the digital certificates and the
licence.

Revocation of the certificates is required because the information in them about the
organisation’s name and individuals’ e-mail addresses becomes inaccurate and out-
of-date as soon as the organisation effects its changes. These details are permanent,
unalterable attributes of the issued certificates. If the certificates were not revoked,
ARTL system-generated messages would continue to be sent to out-of-date e-mail
addresses.

Revocation of the ARTL licence is appropriate because the organisation has
changed its identity.

However, since the business will carry on, and presumably continue using ARTL, a
new ARTL licence and a new set of digital certificates must then be created for the
‘successor organisation’.

The RoS eServices Support Team will revoke the old licence and issue a new
licence. The Team will then arrange for:
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(1) Trustis Ltd to provide a new enrolment database for the ‘successor organisation’
(if this is necessary, which it may not be in some cases such as a simple change of
name); and

(2) an Account Manager to visit the ‘successor organisation’ as soon as possible and
establish the Practice Administrator and the LRA in their roles.

In the case of the LRA, this will entail the processes detailed in Section 2.1 hereof,
the Policy on Authentication and Registration of LRAs. The LRA can then go on to
issue smartcards and allow colleagues to obtain digital certificates, in line with the
policy described at Section 3.1 hereof.

Depending on circumstances, it may be possible to reuse smartcards previously held
by persons in the ‘former organisation’, although the original certificates on them
must be revoked first. This is at the discretion of the visiting Account Manager. (See
Section 4.9 hereof for additional information.) In such cases, the RoS Account
Manager must record the details and pass them on to the eServices Support Team
for noting in the Smartcard Log.

The eServices Support Team should immediately notify Credit Control (Steven
Munro) in RoS Finance Directorate by e-mail at steven.munro@ros.gov.uk about the
change to the organisation, as Credit Control also has a need to know about such
changes.

Note: Circumstances may arise in which this general guidance is not entirely relevant
to the change that the organisation is planning. As stated previously, the LRA and/or
Practice Administrator should consult the eServices Support Team Manager at an
early stage in such cases.

6.3. Personal Name Changes

RoS recognises that LRAs and PKI Users may wish to change their personal names
at some stage, e.g., on marriage or termination of marriage. Such a change will give
rise to a need to revoke the individual's digital certificate and create a new digital
certificate to replace it. The same applies to a mere change of e-mail address (for
which see Section 6.2 above).

The reason for this need is that information contained in ARTL digital certificates,
including the individual’'s name and e-mail address, are permanent, unalterable
attributes of the certificates. The information will become inaccurate when the
individual changes name. The digital certificate has to be revoked, because
otherwise the individual will have an out-of-date digital signature in the ‘old name’ or
‘old e-mail address’. Additionally, and equally importantly, ARTL system-generated
messages will continue to be sent to the individual's out-of-date e-mail address.

A PKI User should notify the organisation’s LRA of a planned change of name before
the change occurs. If it is the LRA who is to change name, the LRA should take
action on his or her own account.

Since the situation involves only a change of name, there is no need for a complete
identity verification process as regards the person changing name. However, there is
a need for the person to state the intention to change name and exhibit some form of
official documentary evidence, such as a marriage certificate or a decree of divorce,
that is generally supportive of the intention.
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NB: Clause 3.2 of the ARTL Terms and Conditions states that “The Licensee must
notify RoS of the Contact Details of Users authorised by it and of any change in
those Contact Details”.

There are two separate actions to be carried out by the LRA, on the first working day
for the person concerned after the name change occurs.

First, the LRA should contact the RoS eServices Support Team, explain the situation
and request the revocation of the digital certificate in line with Section 5.1 or 5.2
hereof, as the case may be.

Second, where the LRA is dealing with a PKI User's change of name, the LRA
should ask the PKI User to produce documentary evidence which is supportive of the
intention to change name, e.g., marriage certificate, court decree, etc. The LRA may
then proceed to register the PKI User in the ‘new name’ and allow her or him to
acquire a new digital certificate on the PKI User’'s smartcard. (A new smartcard need
not be issued.)

NB: Since a name change inevitably means a change of e-mail address, it is
essential that the new e-mail address is associated with the new digital certificate.

The situation is slightly different where the LRA is changing her or his own name. In
this instance the LRA should contact the RoS eServices Support Team by fax,
sending not only the revocation request but also the documentary evidence which is
supportive of the intention to change name. After receiving the fax, the Support Team
will revoke the ‘old’ digital certificate, then telephone and verbally authorise the LRA
to register herself or himself in the ‘new name’ and acquire a new LRA digital
certificate on the LRA smartcard and a new PKI User digital certificate on their PKI
User smartcard.

Copies of the documentary evidence supplied to/by the LRA need not and should not
be retained. Any copy evidence faxed to the RoS eServices Support Team will be
destroyed by shredding, after examination.

In any case in which there is no official documentary evidence to support a planned
change of name, the full facts and circumstances should be disclosed to the
eServices Support Team well before the name change occurs. The Support Team
will consult with RoS Legal Services before responding.

6.4. Interventions by Law Society

Prior to the introduction of ARTL, or as soon as possible thereafter, a ‘protocol
agreement’ will be established between R0S and the Society’s Interventions
Department, to facilitate co-operation relative to Society interventions and Judicial
Factor appointments in legal practices which are ARTL licensees. From the RoS
standpoint, the ‘protocol agreement’ will enable the eServices Support Team to react
quickly and effectively to interventions and judicial appointments by revoking digital
certificates and assisting the Interventions Department to carry out its lawful duties.

The Society is the statutory body which regulates the profession of solicitors in
Scotland. By statute, every solicitor practising in Scotland must have a practising
certificate issued by the Society. The Council of the Society ("the Council”) conducts
the business of the Society. Certain statutory functions and powers are conferred
upon the Council to take action in relation to a solicitor's business. Intervention may
be necessary in a variety of circumstances, for example, where a sole practitioner
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solicitor has died, or where a solicitor has failed to comply with the Solicitors
Accounts Rules promulgated by the Society, or more rarely, where the Council
reasonably believes a solicitor has been dishonest.

Intervention may involve the Interventions Department taking possession of all
books, accounts, securities and other documents in the possession or control of the
solicitor. In other cases, a judicial factor may be appointed by the Court of Session,
following an application by the Council; the purpose of the judicial factor is to
administer, safeguard and preserve the solicitor's estate, and in some cases, to
realise and distribute the estate. In cases where a permanent judicial factor has been
appointed, the practising certificate of the solicitor will also be suspended.

In order to preserve the security, integrity and availability of ARTL, RoS will work
closely with the Society's Interventions Department, whenever advised by them that it
is intervening in a solicitor's practice or that a judicial factor has been appointed, and
the solicitor affected or one or more of that solicitor's employees uses ARTL.

In particular, where the Interventions Department confirm to the eServices Support
Team, that an intervention has commenced or will shortly commence or that a judicial
factor has been appointed, all digital certificates issued to that solicitor, any of their
partners or solicitors in their employ and all other employees, will be revoked by the
eServices Support Team forthwith.

6.5. Communication of Policy Changes

Changes to Registers of Scotland’s PKI Policy will be authorised by the RoS
Policy Authority Function Group and any communication will be drafted by
them and sent to Communications for electronic dissemination to PKI users.

Guidance contained in the Agency’s External Communication Plan will be
used to communicate these changes and the process will be managed by
Customer Relations section.

The Registers of Scotland web-site includes a section specifically focused
upon ARTL. This holds the current published PKI Policy document in PDF
format.

Notification of any PKI policy changes will be placed on the News Section of
the RoS website and linked to the published document.

Notification of PKI policy changes will be sent to the Law Society of Scotland
(LSoS) who will be asked to place a notice on their website advising of
changes and directing users to the relevant page(s) of the Registers of
Scotland web-site.

Notification of PKI policy changes will be noted on the Registers of Scotland
eServices Portal directing users to the relevant page(s) of the Registers of
Scotland web-site.

Notification of PKI policy changes will be sent to the Council of Mortgage
Lender’s Scottish Policy Consultant for information.
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6.6. New Versions of Adobe and Gemplus Software

ARTL relies upon two software vendor applications to support the electronic
deed generation and user digital signature; Adobe Reader and Gemplus.

As is intrinsic to the software application lifecycle, newer versions of the
software will become available in the future. The Adobe Reader application
self-manages software downloads and is considered backwardly compatible
with earlier versions. That is, newer versions of the software should contain
support for all functionality available in previous versions.

Gemplus updates will be available for download from the Internet by the user.

While users are advised to keep their own software up-to-date, RoS will issue
advice on the suitability of new versions of software as they become available.
Advice on upgrading software will be communicated to the ARTL user
community using the appropriate communication channels (see Section 6.5
hereof).
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