If you access the Registers of Scotland ARTL or eFORMS online services and get security
alert messages from your web browser similar to the following two example screen shots.

Security Alert ﬂ |

& Infarmation you exchange with this site cannot be viewed o
?. changed by athers. Howewver, there iz a problem with the zite's

gecurity certificate.

& The securty certificate was izzued by a company you have
nat chozen ta trust, Yiew the certificate to determine whether
you want to trust the certifuing authority.

& The gecurty certificate has expired or is not pet valid.

& The name on the secunty certificate iz invalid or does not
match the name of the site

Do you want to proceed?

Wiew Certificate |

Internet Explorer 6 example alert message
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|@ There is a problem with this website's security certificate.
The security certificate presented by this website was not issued by a trusted certificate
authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

B Continue to this website (not recommended).

@ More information

Done e Internet & 100% -

Internet Explorer 7 example alert message

It means that your web browser does not recognise the security certificate used by the
Registers of Scotland ARTL and eFORMS online services. The most probable cause is that
your web browser has no record of the security certificate in its configuration.

It is a fairly straight forward exercise to add this security certificate to your web browser so
that you no longer receive these alerts when accessing the above online services. However, it
is advised that you discuss with your IT department or IT expert before applying any of the
suggested changes narrated below.

It should be noted that it is not necessary to install this security certificate to use the ARTL
and eFORMS online services securely. You can simply ignore the warning dialog box to



continue and your transmissions are securely encrypted in exactly the same way as users
who have the security certificate installed.

However it should be noted, if you choose not to install the security certificate, or are unable
to do so, you will receive this security alert message every time you connect to our online
services.

Further information

The Registers of Scotland Online Services portal which provides access to ARTL and
eFORMS, and in the future the replacement Registers Direct service, uses SSL (Secure
Sockets Layer) technology to ensure that all data transmitted is encrypted to increase the
security of the services. Without SSL encryption, the packets of information would travel
across the Internet in clear text.

Registers of Scotland SSL certificate is issued to us by Trustis FPS Enterprise Issuing
Authority, a division of Trustis Limited.

The Trustis FPS Root Certificate is a member of the Microsoft Root Certificate Program.
and Microsoft users who have automatic root certificates update configured on their
computers should not receive this warning alert as their web browser will already contain a
Trustis Limited entry.

How to update your web browser

If you are using Internet Explorer and Windows XP or Windows Vista, your computer can
be automatically configured to update the root certificates - the following procedure describes
how to check this:

https://trustis-ssl.trustis.com/support/certinstall/xp-auto-install.htm

For users of Internet Explorer on older versions of Microsoft Windows (e.g. Windows 2000,
Windows NT, Windows 98, etc.), or users of other web browsers such as Firefox or Opera,
the following information should help you update your root certificates:

https://trustis-ssl.trustis.com/support/certinstall/index.htm




