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Frequently Asked Questions 
 
What if a USB device other than a flash drive that I use for business no longer 
works after a system upgrade? 
 
You should contact the IT Service Desk and ask for the device to be added to the 
whitelist. 
  
How do I get an Encrypted USB Flash drive? 
 
If you are interested in using this service you should send a request to the RoS IT 
service desk. The service desk will log the request and will ask you to complete and 
return a form for this service, this should be authorised by a SEO or above. 
 
The USB flash drive will be assigned to you and should never be passed to someone 
else to use. If you no longer require the device this should be returned to the IT 
service desk who will deal with it accordingly. All new users must request a device 
through the service desk so that an audit log can be kept of users against serial 
number of each USB flash drive.  
 
Each USB flash drive has a unique serial number which allow the owner to be traced 
in the event of recovery by a third party. Normally these USBs are issued on a per 
person basis, however where there is a genuine business need for a pooled device 
to be used by a group of individual’s requests should be directed to the SIA team. 
 
Further information on using Approved Secure (Encrypted) integral Crypto Flash 
drives can be found on the SIA page of the intranet. http://ros-
intranet/policiesandprocedures/sia/Instructions_for_using_RoS_USB_flash_drive.doc
x 

What should I do with my current RoS USB flash drive(s)?  

These should be returned to the RoS IT Service Desk for secure destruction. 

I want to copy material from my existing RoS USB flash drive to the new drive 

Copy the material from your existing drive to the RoS network and then copy the 
material from the network to the new drive. 
 

What are Approved Secure (Encrypted) USB Flash drives? 

These use encryption to protect their data, through the use of a password. The 
integral Crypto encrypted flash drives have been assessed and approved by the SIA 
team for use by staff. 
 
When should I use USB Encrypted Flash drives? 
 
Good practice guidance recommends that data transfer is completed using electronic 
channels, with physical media only used where there is no reasonable alternative. 
Portable media, such as flash drives, represent one of the largest threats to RoS in 
terms of data loss. Where you determine that there is no practical secure alternative 
an approved encrypted flash drive can be used to transfer data to an external 
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contact. At least then, if lost, any stored data is accessible only with the password 
used to encrypt it. 
 
Encrypted flash drives can be used to transmit data up to and including the 
OFFICIAL-SENSITIVE under the security classification policy. 
 
How do Approved Secure (Encrypted) USB Flash drives work? 
 
Upon first use you will be prompted to enter a password. This password will then 
continue to enable access to the device. No data can be read from or written to the 
device without the correct password. As an additional security feature these USB 
flash drives also have a full self-erase mechanism, where after six unsuccessful 
password attempts, all data on the device is irretrievably wiped. 
 
Limitations of Encrypted USB Flash drives 
 
As with all password protection the strength of the security is directly related to the 
strength of the password. If you use a weak password you are undermining the 
protection provided by the encryption, as the password is what unlocks the protected 
contents. 
 
Encrypted flash drives are not intended to act as permanent storage and should only 
be used as a method of transporting information. 
 
 
 
 
 


